Subject: Computer Network

UNIT 3 Introduction Network Layer

CO 1 Explain Basic concept, OSI reference Model. Services .Role of each layer
in OSI Model. TCP/IP. Network devices. Transmission Media, Analog and
Digital Transmission

CO 2 Apply Channel allocation . Framing. Frame control and Error Control
Techniques

CO 3 Describe the function of Network Layer, Logical addressing and
Subletting, Routing Mechanism

CO 4 Explain the function of Session and Presentation Layer.

CO 5 Explain different Protocol used at different Application layer
HTTP.SNMP..FTP.TELNET. VPN

1.1 What is Network Layer?

The network layer is concerned with getting packets from the source all the way to the destination.
The packets may require to make many hops at the intermediate routers while reaching the
destination. This is the lowest layer that deals with end to end transmission. In order to achieve its
goals, the network layer must know about the topology of the communication network. It must also
take care to choose routes to avoid overloading of some of the communication lines while leaving
others idle. The network layer-transport layer interface frequently is the interface between the
carrier and the customer, that is the boundary of the subnet. The functions of this layer include :

1. Routing - The process of transferring packets received from the Data Link Layer of the source
network to the Data Link Layer of the correct destination network is called routing. Involves
decision making at each intermediate node on where to send the packet next so that it
eventually reaches its destination. The node which makes this choice is called a router. For
routing we require some mode of addressing which is recognized by the Network Layer. This
addressing is different from the MAC layer addressing.

2. Inter-networking - The network layer is the same across all physical networks (such as
Token-Ring and Ethernet). Thus, if two physically different networks have to communicate,
the packets that arrive at the Data Link Layer of the node which connects these two
physically different networks, would be stripped of their headers and passed to the Network
Layer. The network layer would then pass this data to the Data Link Layer of the other
physical network..

3. Congestion Control - If the incoming rate of the packets arriving at any router is more than
the outgoing rate, then congestion is said to occur. Congestion may be caused by many
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factors. If suddenly, packets begin arriving on many input lines and all need the same output
line, then a queue will build up. If there is insufficient memory to hold all of them, packets
will be lost. But even if routers have an infinite amount of memory, congestion gets worse,
because by the time packets reach to the front of the queue, they have already timed out
(repeatedly), and duplicates have been sent. All these packets are dutifully forwarded to the
next router, increasing the load all the way to the destination. Another reason for
congestion are slow processors. If the router's CPUs are slow at performing the bookkeeping
tasks required of them, queues can build up, even though there is excess line capacity.
Similarly, low-bandwidth lines can also cause congestion.

We will now look at these function one by one.

1.2 Addressing Scheme

IP addresses are of 4 bytes and consist of :

i) The network address, followed by

ii) The host address

The first part identifies a network on which the host resides and the second part identifies the
particular host on the given network. Some nodes which have more than one interface to a network
must be assigned separate internet addresses for each interface. This multi-layer addressing makes
it easier to find and deliver data to the destination. A fixed size for each of these would lead to
wastage or under-usage that is either there will be too many network addresses and few hosts in
each (which causes problems for routers who route based on the network address) or there will be
very few network addresses and lots of hosts (which will be a waste for small network
requirements). Thus, we do away with any notion of fixed sizes for the network and host addresses.
We classify networks as follows:

1. Large Networks : 8-bit network address and 24-bit host address. There are approximately 16
million hosts per network and a maximum of 126 ( 227 - 2 ) Class A networks can be defined.
The calculation requires that 2 be subtracted because 0.0.0.0 is reserved for use as the
default route and 127.0.0.0 be reserved for the loop back function. Moreover each Class A
network can support a maximum of 16,777,214 (2”24 - 2) hosts per network. The host
calculation requires that 2 be subtracted because all 0's are reserved to identify the network
itself and all 1s are reserved for broadcast addresses. The reserved numbers may not be
assigned to individual hosts.

2. Medium Networks : 16-bit network address and 16-bit host address. There are
approximately 65000 hosts per network and a maximum of 16,384 (2714) Class B networks
can be defined with up to (2216-2) hosts per network.

3. Small networks : 24-bit network address and 8-bit host address. There are approximately
250 hosts per network.

You might think that Large and Medium networks are sort of a waste as few
corporations/organizations are large enough to have 65000 different hosts. (By the way, there are
very few corporations in the world with even close to 65000 employees, and even in these
corporations it is highly unlikely that each employee has his/her own computer connected to the
network.) Well, if you think so, you're right. This decision seems to have been a mistak

1.3Address Classes

The IP specifications divide addresses into the following classes :
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Class A - For large networks

0 7 bits of the network address 24 bits of host address

Class B - For medium networks

110 14 bits of the network address 16 bits of host address

Class C - For small networks

1/1/0 21 bits of the network address 8 bits of host address

Class D - For multi-cast messages ( multi-cast to a "group" of networks )

11110 28 bits for some sort of group address

Class E - Currently unused, reserved for potential uses in the future

1/1/1/1 28 bits

Internet Protocol

Special Addresses : There are some special IP addresses :
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Broadcast Addresses They are of two types :

(i) Limited Broadcast : It consists of all 1's, i.e., the address is 255.255.255.255 . It is used
only on the LAN, and not for any external network.

(ii) Directed Broadcast : It consists of the network number + all other bits asl's. It reaches
the router corresponding to the network number, and from there it broadcasts to all the
nodes in the network. This method is a major security problem, and is not used anymore. So
now if we find that all the bits are 1 in the host no. field, then the packet is simply dropped.
Therefore, now we can only do broadcast in our own network using Limited Broadcast.
Network ID=0

It means we are referring to this network and for local broadcast we make the host ID zero.
HostID=0

This is used to refer to the entire network in the routing table.

Loop-back Address

Here we have addresses of the type 127.x.y.z It goes down way upto the IP layer and comes
back to the application layer on the same host. This is used to test network applications
before they are used commercially.
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Subnetting

Sub netting means organizing hierarchies within the network by dividing the host ID as per our
network. For example consider the network ID : 150.29.x.y

We could organize the remaining 16 bits in any way, like :

4 bits - department

4 bits - LAN

8 bits - host

This gives some structure to the host IDs. This division is not visible to the outside world. They still
see just the network number, and host number (as a whole). The network will have an internal
routing table which stores information about which router to send an address to. Now consider the
case where we have : 8 bits - subnet number, and 8 bits - host number. Each router on the network
must know about all subnet numbers. This is called the subnet mask. We put the network number
and subnet number bits as 1 and the host bits as 0. Therefore, in this example the subnet mask
becomes : 255.255.255.0 . The hosts also need to know the subnet mask when they send a packet.
To find if two addresses are on the same subnet, we can AND source address with subnet mask, and
destination address with with subnet mask, and see if the two results are the same. The basic reason
for sub netting was avoiding broadcast. But if at the lower level, our switches are smart enough to
send directed messages, then we do not need sub netting. However, sub netting has some security
related advantages.

Supernetting

This is moving towards class-less addressing. We could say that the network number is 21 bits ( for 8
class C networks ) or say that it is 24 bits and 7 numbers following that. For example : a.b.c.d / 21
This means only look at the first 21 bits as the network address.

Addressing on IITK Network

If we do not have connection with the outside world directly then we could have Private IP
addresses ( 172.31 ) which are not to be publicised and routed to the outside world. Switches will
make sure that they do not broadcast packets with such addressed to the outside world. The basic
reason for implementing subnetting was to avoid broadcast. So in our case we can have some
subnets for security and other reasons although if the switches could do the routing properly, then
we do not need subnets. In the IITK network we have three subnets -CC, CSE building are two
subnets and the rest of the campus is one subset

Packet Structure

Version[Header| Type of
Number|Length| Service (8 | Total Length (16 bits)
(4 bits) |(4 bits)|  bits)
. Flags .

ID (16 bits) (3bits) Flag Offset (13 bits)

Tng ‘Ik;?[sl)_lve Prog;tcs (;I (8 Header Checksum (16 bits)
Source (32 bits)
Destination (32 bits)
Options
Page 4 Faculty: Dr Naveen Singh

+91-9953320298 drnaveenkrsingh@gmail.com




= VISION INSTITUTE OF TECHNOLOGY, Subject: Computer Network

X ALIGARH

Version Number : The current version is Version 4 (0100).

Page 5

Header Length : We could have multiple sized headers so we need this field. Header will
always be a multiple of 4bytes and so we can have a maximum length of the field as 15, so
the maximum size of the header is 60 bytes ( 20 bytes are mandatory ).
Type Of Service (ToS) : This helps the router in taking the right routing decisions. The
structure is :
First three bits : They specify the precedences i.e. the priority of the packets.
Next three bits :
o D bit- D stands for delay. If the D bit is set to 1, then this means that the application
is delay sensitive, so we should try to route the packet with minimum delay.
o T bit-Tstands for throughput. This tells us that this particular operation is
throughput sensitive.
o Rbit - R stands for reliability. This tells us that we should route this packet through a
more reliable network.

Last two bits: The last two bits are never used. Unfortunately, no router in this world looks
at these bits and so no application sets them nowadays. The second word is meant for
handling fragmentations. If a link cannot transmit large packets, then we fragment the
packet and put sufficient information in the header for recollection at the destination.

ID Field : The source and ID field together will represent the fragments of a unique packet.
So each fragment will have a different ID.
Offset : It is a 13 bit field that represents where in the packet, the current fragment starts.
Each bit represents 8 bytes of the packet. So the packet size can be at most 64 kB. Every
fragment except the last one must have its size in bytes as a multiple of 8 in order to ensure
compliance with this structure. The reason why the position of a fragment is given as an
offset value instead of simply numbering each packet is because refragmentation may occur
somewhere on the path to the other node. Fragmentation, though supported by IPv4 is not
encouraged. This is because if even one fragment is lost the entire packet needs to be
discarded. A quantity M.T.U (Maximum Transmission Unit) is defined for each link in the
route. It is the size of the largest packet that can be handled by the link. The Path-M.T.U is
then defined as the size of the largest packet that can be handled by the path. It is the
smallest of all the MTUs along the path. Given information about the path MTU we can send
packets with sizes smaller than the path MTU and thus prevent fragmentation. This will not
completely prevent it because routing tables may change leading to a change in the path.
Flags :It has three bits -

o Mbit: If Mis one, then there are more fragments on the way and if M is 0, then it is

the last fragment
o DF bit : If this bit is sent to 1, then we should not fragment such a packet.
o Reserved bit : This bit is not used.

Reassembly can be done only at the destination and not at any intermediate node. This is
because we are considering Datagram Service and so it is not guaranteed that all the
fragments of the packet will be sent thorough the node at which we wish to do reassembly.

Total Length : It includes the IP header and everything that comes after it.
Time To Live (TTL) : Using this field, we can set the time within which the packet should be
delivered or else destroyed. It is strictly treated as the number of hops. The packet should
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reach the destination in this number of hops. Every router decreases the value as the packet
goes through it and if this value becomes zero at a particular router, it can be destroyed.

Protocol : This specifies the module to which we should hand over the packet ( UDP or TCP ). It is the
next encapsulated protocol.

Value Protocol

0 Pv6 Hop-by-Hop Option.

1 ICMP, Internet Control Message Protocol.

2 IGMP, Internet Group Management Protocol. RGMP, Router-port Group

Management Protocol.

3 GGP, Gateway to Gateway Protocol.
4 IP in IP encapsulation.

5 ST, Internet Stream Protocol.

6 TCP, Transmission Control Protocol.
7 UCL, CBT.

8 EGP, Exterior Gateway Protocol.

9 IGRP.

10 BBN RCC Monitoring.

11 NVP, Network Voice Protocol.

12 PUP.

13 ARGUS.

14 EMCON, Emission Control Protocol.
15 XNET, Cross Net Debugger.

16 Chaos.

17 UDP, User Datagram Protocol.

18 TMux, Transport Multiplexing Protocol.
19 DCN Measurement Subsystems.

What is Network Layer?

The network layer is concerned with getting packets from the source all the way to the destination.
The packets may require to make many hops at the intermediate routers while reaching the
destination. This is the lowest layer that deals with end to end transmission. In order to achieve its
goals, the network layer must know about the topology of the communication network. It must also
take care to choose routes to avoid overloading of some of the communication lines while leaving
others idle. The network layer-transport layer interface frequently is the interface between the
carrier and the customer, that is the boundary of the subnet. The functions of this layer include :

4. Routing - The process of transferring packets received from the Data Link Layer of the source
network to the Data Link Layer of the correct destination network is called routing. Involves
decision making at each intermediate node on where to send the packet next so that it
eventually reaches its destination. The node which makes this choice is called a router. For
routing we require some mode of addressing which is recognized by the Network Layer. This
addressing is different from the MAC layer addressing.

5. Inter-networking - The network layer is the same across all physical networks (such as
Token-Ring and Ethernet). Thus, if two physically different networks have to communicate,
the packets that arrive at the Data Link Layer of the node which connects these two
physically different networks, would be stripped of their headers and passed to the Network
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Layer. The network layer would then pass this data to the Data Link Layer of the other
physical network..

6. Congestion Control - If the incoming rate of the packets arriving at any router is more than
the outgoing rate, then congestion is said to occur. Congestion may be caused by many
factors. If suddenly, packets begin arriving on many input lines and all need the same output
line, then a queue will build up. If there is insufficient memory to hold all of them, packets
will be lost. But even if routers have an infinite amount of memory, congestion gets worse,
because by the time packets reach to the front of the queue, they have already timed out
(repeatedly), and duplicates have been sent. All these packets are dutifully forwarded to the
next router, increasing the load all the way to the destination. Another reason for
congestion are slow processors. If the router's CPUs are slow at performing the bookkeeping
tasks required of them, queues can build up, even though there is excess line capacity.
Similarly, low-bandwidth lines can also cause congestion.

We will now look at these function one by one.

Addressing Scheme

IP addresses are of 4 bytes and consist of :

i) The network address, followed by

ii) The host address

The first part identifies a network on which the host resides and the second part identifies the
particular host on the given network. Some nodes which have more than one interface to a network
must be assigned separate internet addresses for each interface. This multi-layer addressing makes
it easier to find and deliver data to the destination. A fixed size for each of these would lead to
wastage or under-usage that is either there will be too many network addresses and few hosts in
each (which causes problems for routers who route based on the network address) or there will be
very few network addresses and lots of hosts (which will be a waste for small network
requirements). Thus, we do away with any notion of fixed sizes for the network and host addresses.
We classify networks as follows:

4. Large Networks : 8-bit network address and 24-bit host address. There are approximately 16
million hosts per network and a maximum of 126 ( 227 - 2 ') Class A networks can be defined.
The calculation requires that 2 be subtracted because 0.0.0.0 is reserved for use as the
default route and 127.0.0.0 be reserved for the loop back function. Moreover each Class A
network can support a maximum of 16,777,214 (2224 - 2) hosts per network. The host
calculation requires that 2 be subtracted because all O's are reserved to identify the network
itself and all 1s are reserved for broadcast addresses. The reserved numbers may not be
assigned to individual hosts.

5. Medium Networks : 16-bit network address and 16-bit host address. There are
approximately 65000 hosts per network and a maximum of 16,384 (2714) Class B networks
can be defined with up to (2216-2) hosts per network.

6. Small networks : 24-bit network address and 8-bit host address. There are approximately
250 hosts per network.

You might think that Large and Medium networks are sort of a waste as few
corporations/organizations are large enough to have 65000 different hosts. (By the way, there are
very few corporations in the world with even close to 65000 employees, and even in these
corporations it is highly unlikely that each employee has his/her own computer connected to the
network.) Well, if you think so, you're right. This decision seems to have been a mistak

Page 7 Faculty: Dr Naveen Singh
+91-9953320298 drnaveenkrsingh@gmail.com




7 é VISION INSTITUTE OF TECHNOLOGY, Subject: Computer Network
? A% ALIGARH

Address Classes
The IP specifications divide addresses into the following classes :

e Class A - For large networks

0 7 bits of the network address 24 bits of host address

e Class B - For medium networks

110 14 bits of the network address 16 bits of host address

e C(Class C - For small networks

110 21 bits of the network address 8 bits of host address

e Class D - For multi-cast messages ( multi-cast to a "group" of networks )

1/1/110 28 bits for some sort of group address

e C(Class E - Currently unused, reserved for potential uses in the future

1/1/1/1 28 bits

Internet Protocol
Special Addresses : There are some special IP addresses :

5. Broadcast Addresses They are of two types :
(i) Limited Broadcast : It consists of all 1's, i.e., the address is 255.255.255.255 . It is used
only on the LAN, and not for any external network.
(ii) Directed Broadcast : It consists of the network number + all other bits asl's. It reaches
the router corresponding to the network number, and from there it broadcasts to all the
nodes in the network. This method is a major security problem, and is not used anymore. So
now if we find that all the bits are 1 in the host no. field, then the packet is simply dropped.
Therefore, now we can only do broadcast in our own network using Limited Broadcast.
6. NetworkID=0
It means we are referring to this network and for local broadcast we make the host ID zero.
7. HostID=0
This is used to refer to the entire network in the routing table.
8. Loop-back Address
Here we have addresses of the type 127.x.y.z It goes down way upto the IP layer and comes
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back to the application layer on the same host. This is used to test network applications
before they are used commercially.

Subnetting

Sub netting means organizing hierarchies within the network by dividing the host ID as per our
network. For example consider the network ID : 150.29.x.y

We could organize the remaining 16 bits in any way, like :

4 bits - department

4 bits - LAN

8 bits - host

This gives some structure to the host IDs. This division is not visible to the outside world. They still
see just the network number, and host number (as a whole). The network will have an internal
routing table which stores information about which router to send an address to. Now consider the
case where we have : 8 bits - subnet number, and 8 bits - host number. Each router on the network
must know about all subnet numbers. This is called the subnet mask. We put the network number
and subnet number bits as 1 and the host bits as 0. Therefore, in this example the subnet mask
becomes : 255.255.255.0 . The hosts also need to know the subnet mask when they send a packet.
To find if two addresses are on the same subnet, we can AND source address with subnet mask, and
destination address with with subnet mask, and see if the two results are the same. The basic reason
for sub netting was avoiding broadcast. But if at the lower level, our switches are smart enough to
send directed messages, then we do not need sub netting. However, sub netting has some security
related advantages.

Supernetting

This is moving towards class-less addressing. We could say that the network number is 21 bits ( for 8
class C networks ) or say that it is 24 bits and 7 numbers following that. For example : a.b.c.d / 21
This means only look at the first 21 bits as the network address.

Addressing on lITK Network

If we do not have connection with the outside world directly then we could have Private IP
addresses ( 172.31 ) which are not to be publicised and routed to the outside world. Switches will
make sure that they do not broadcast packets with such addressed to the outside world. The basic
reason for implementing subnetting was to avoid broadcast. So in our case we can have some
subnets for security and other reasons although if the switches could do the routing properly, then
we do not need subnets. In the IITK network we have three subnets -CC, CSE building are two
subnets and the rest of the campus is one subset

Packet Structure

VersionHeader| Type of
Number|Length| Service (8 | Total Length (16 bits)
(4 bits) |(4 bits)|  bits)

ID (16 bits)

(3bits)
Time To Live | Protocol (8 .
(8 bits) bits) Header Checksum (16 bits)

Source (32 bits)

Flags

Flag Offset (13 bits)
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Destination (32 bits)
Options

Version Number : The current version is Version 4 (0100).

8. Header Length : We could have multiple sized headers so we need this field. Header will
always be a multiple of 4bytes and so we can have a maximum length of the field as 15, so
the maximum size of the header is 60 bytes ( 20 bytes are mandatory ).

9. Type Of Service (ToS) : This helps the router in taking the right routing decisions. The
structure is :

First three bits : They specify the precedences i.e. the priority of the packets.
Next three bits :
o D bit- D stands for delay. If the D bit is set to 1, then this means that the application
is delay sensitive, so we should try to route the packet with minimum delay.
o T bit-Tstands for throughput. This tells us that this particular operation is
throughput sensitive.
o Rbit - R stands for reliability. This tells us that we should route this packet through a
more reliable network.

Last two bits: The last two bits are never used. Unfortunately, no router in this world looks
at these bits and so no application sets them nowadays. The second word is meant for
handling fragmentations. If a link cannot transmit large packets, then we fragment the
packet and put sufficient information in the header for recollection at the destination.

10. ID Field : The source and ID field together will represent the fragments of a unique packet.
So each fragment will have a different ID.

11. Offset : It is a 13 bit field that represents where in the packet, the current fragment starts.
Each bit represents 8 bytes of the packet. So the packet size can be at most 64 kB. Every
fragment except the last one must have its size in bytes as a multiple of 8 in order to ensure
compliance with this structure. The reason why the position of a fragment is given as an
offset value instead of simply numbering each packet is because refragmentation may occur
somewhere on the path to the other node. Fragmentation, though supported by IPv4 is not
encouraged. This is because if even one fragment is lost the entire packet needs to be
discarded. A quantity M.T.U (Maximum Transmission Unit) is defined for each link in the
route. It is the size of the largest packet that can be handled by the link. The Path-M.T.U is
then defined as the size of the largest packet that can be handled by the path. It is the
smallest of all the MTUs along the path. Given information about the path MTU we can send
packets with sizes smaller than the path MTU and thus prevent fragmentation. This will not
completely prevent it because routing tables may change leading to a change in the path.

12. Flags :It has three bits -

o Mbit: If Mis one, then there are more fragments on the way and if M is 0, then it is
the last fragment

o DF bit : If this bit is sent to 1, then we should not fragment such a packet.

o Reserved bit : This bit is not used.

Reassembly can be done only at the destination and not at any intermediate node. This is
because we are considering Datagram Service and so it is not guaranteed that all the
fragments of the packet will be sent thorough the node at which we wish to do reassembly.

13. Total Length : It includes the IP header and everything that comes after it.
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14. Time To Live (TTL) : Using this field, we can set the time within which the packet should be
delivered or else destroyed. It is strictly treated as the number of hops. The packet should
reach the destination in this number of hops. Every router decreases the value as the packet
goes through it and if this value becomes zero at a particular router, it can be destroyed.

Protocol : This specifies the module to which we should hand over the packet ( UDP or TCP ). It is the
next encapsulated protocol.

Value Protocol

0 Pv6 Hop-by-Hop Option.

1 ICMP, Internet Control Message Protocol.

2 IGMP, Internet Group Management Protocol. RGMP, Router-port Group

Management Protocol.

3 GGP, Gateway to Gateway Protocol.
4 IP in IP encapsulation.

5 ST, Internet Stream Protocol.

6 TCP, Transmission Control Protocol.
7 UCL, CBT.

8 EGP, Exterior Gateway Protocol.

9 IGRP.

10 BBN RCC Monitoring.

11 NVP, Network Voice Protocol.

12 PUP.

13 ARGUS.

14 EMCON, Emission Control Protocol.
15 XNET, Cross Net Debugger.

16 Chaos.

17 UDP, User Datagram Protocol.

18 TMux, Transport Multiplexing Protocol.
19 DCN Measurement Subsystems.

1. 255

2. Header Checksum : This is the usual checksum field used to detect errors. Since the TTL field
is changing at every router so the header checksum ( upto the options field ) is checked and
recalculated at every router.

3. Source: Itis the IP address of the source node

Destination : It is the IP address of the destination node.

5. IP Options : The options field was created in order to allow features to be added into IP as
time passes and requirements change. Currently 5 options are specified although not all
routers support them. They are:

o Securtiy: It tells us how secret the information is. In theory a military router might
use this field to specify not to route through certain routers. In practice no routers
support this field.

o Source Routing: It is used when we want the source to dictate how the packet
traverses the network. It is of 2 types
-> Loose Source Record Routing (LSRR): It requires that the packet traverse a list of
specified routers, in the order specified but the packet may pass though some other
routers as well.

Ea
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-> Strict Source Record Routing (SSRR): It requires that the packet traverse only the
set of specified routers and nothing else. If it is not possible, the packet is dropped
with an error message sent to the host.

CODE{137) LENGITH POINIER

' ADDRIISS OF FIRST HOP

' ADDRESS OF SECOND HO

The format of Sonrce Ronte optons in an IT* Datagram

The above is the format for SSRR. For LSRR the code is 131.

o Record Routing :

CODE(T) LENGITH MOINIER

FIRST I' ADDIESS

SECOND IT* ADDRESS

Format of the Record IKonte option in an I* Datagram

In this the intermediate routers put there IP addresses in the header, so that the
destination knows the entire path of the packet. Space for storing the IP address is
specified by the source itself. The pointer field points to the position where the next
IP address has to be written. Length field gives the number of bytes reserved by the
source for writing the IP addresses. If the space provided for storing the IP addresses
of the routers visited, falls short while storing these addresses, then the subsequent
routers do not write their IP addresses.

o Time Stamp Routing :
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0 8 16 24
CODE LENGTH POINTER OVERFLOW| FLAGS
FIRST IP ADDRESS { IP{)
FIRST TIME STAMP ( T5;)
SECOND IP ADDRESS { IP3)
SECOND TIME STAMP { TS;)

Format Of Timestamp Option

It is similar to record route option except that nodes also add their timestamps to
the packet. The new fields in this option are
-> Flags: It can have the following values

= 0- Enter only timestamp.

*= 1-The nodes should enter Timestamp as well as their IP.

= 3 -The source specifies the IPs that should enter their timestamp. A special
point of interest is that only if the IP is the same as that at the pointer then
the time is entered. Thus if the source specifies IP1 and IP2 but IP2 is first in
the path then the field IP2 is left empty, even after having reached IP2 but
before reaching IP1.

-> Overflow: It stores the number of nodes that were unable to add their
timestamps to the packet. The maximum value is 15.

o Format of the type/code field

Copy Bit |Type of option |Option Number.

=  Copy bit: It says whether the option is to be copied to every fragment or
not. a value of 1 stands for copying and 0 stands for not copying.

= Type: Itis a 2 bit field. Currently specified values are 0 and 2. 0 means the
option is a control option while 2 means the option is for measurement

= Option Number: It is a 5 bit field which specifies the option number.

For all options a length field is put in order that a router not familiar with the option
will know how many bytes to skip. Thus every option is of the form

o TLV: Type/Length/Value. This format is followed in not only in IP but in nearly all
major protocols.
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Policy Based Routing

In this type of routing, certain restrictions are put on the type of packets accepted and sent. e.g.. The
[IT- K router may decide to handle traffic pertaining to its departments only, and reject packets from
other routes. This kind of routing is used for links with very low capacity or for security purposes.

Shortest Path Routing

Here, the central question dealt with is 'How to determine the optimal path for routing ?' Various
algorithms are used to determine the optimal routes with respect to some predetermined criteria. A
network is represented as a graph, with its terminals as nodes and the links as edges. A 'length'is
associated with each edge, which represents the cost of using the link for transmission. Lower the
cost, more suitable is the link. The cost is determined depending upon the criteria to be optimized.
Some of the important ways of determining the cost are:

e  Minimum number of hops: If each link is given a unit cost, the shortest path is the one with
minimum number of hops. Such a route is easily obtained by a breadth first search method.
This is easy to implement but ignores load, link capacity etc.

e Transmission and Propagation Delays: If the cost is fixed as a function of transmission and
propagation delays, it will reflect the link capacities and the geographical distances. However
these costs are essentially static and do not consider the varying load conditions.

e Queuing Delays: If the cost of a link is determined through its queuing delays, it takes care
of the varying load conditions, but not of the propagation delays.

Ideally, the cost parameter should consider all the above mentioned factors, and it should be
updated periodically to reflect the changes in the loading conditions. However, if the routes are
changed according to the load, the load changes again. This feedback effect between routing and
load can lead to undesirable oscillations and sudden swings.

Routing Algorithms

As mentioned above, the shortest paths are calculated using suitable algorithms on the graph
representations of the networks. Let the network be represented by graph G (V, E ) and let the
number of nodes be 'N'. For all the algorithms discussed below, the costs associated with the links
are assumed to be positive. A node has zero cost w.r.titself. Further, all the links are assumed to be
symmetric, i.e. if dij = cost of link from node i to node j, thendi;=di. The graph is assumed to
be complete. If there exists no edge between two nodes, then a link of infinite cost is assumed. The
algorithms given below find costs of the paths from all nodes to a particular node; the problem is
equivalent to finding the cost of paths from a source to all destinations.

Bellman-Ford Algorithm

This algorithm iterates on the number of edges in a path to obtain the shortest path. Since the
number of hops possible is limited (cycles are implicitly not allowed), the algorithm terminates
giving the shortest path.
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Notation:
dij = Length of path between nodes i and j, indicating the cost of the link.
h = Number of hops.
D[i,h] = Shortest path length from node i to node 1, with upto 'h* hops.
D[1,h] = O forallh.
Algorithm :
Initial condition : D[, 0] = infinity, forall i (i!=1)
Iteration ; D[i, h+1] =min{ dij + D[j,h] }  over all values of j .
Termination : The algorithm terminates when
D[i,h] = D[i, h+1] forall i.
Principle:

For zero hops, the minimum length path has length of infinity, for every node. For one hop
the shortest-path length associated with a node is equal to the length of the edge between that
node and node 1. Hereafter, we increment the number of hops allowed, (from h to h+1 ) and
find out whether a shorter path exists through each of the other nodes. If it exists, say
through node 'j', then its length must be the sum of the lengths between these two nodes

(i.e. dij) and the shortest path between j and 1 obtainable in upto h paths. If such a path
doesn't exist, then the path length remains the same. The algorithm is guaranteed to terminate,
since there are utmost N nodes, and so N-1 paths. It has time complexity of O ( N3).

Dijkstra's Algorithm

Notation:
Di = Length of shortest path from node 'i' to node 1.

dij = Length of path between nodesiand j .

Algorithm

Each node j is labeled with Dj, which is an estimate of cost of path from node j to node 1.
Initially, let the estimates be infinity, indicating that nothing is known about the paths. We
now iterate on the length of paths, each time revising our estimate to lower values, as we
obtain them. Actually, we divide the nodes into two groups ; the first one, called set P
contains the nodes whose shortest distances have been found, and the other Q containing all
the remaining nodes. Initially P contains only the node 1. At each step, we select the node
that has minimum cost path to node 1. This node is transferred to set P. At the first step, this
corresponds to shifting the node closest to 1 in P. Its minimum cost to node 1 is now known.
At the next step, select the next closest node from set Q and update the labels corresponding
to each node using :

Dj = min[Dj, Di+dj,i ]

Finally, after N-1 iterations, the shortest paths for all nodes are known, and the algorithm
terminates.
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Principle

Let the closest node to 1 at some step be i. Then i is shifted to P. Now, for each node j, the
closest path to 1 either passes through i or it doesn't. In the first case Dj remains the same. In
the second case, the revised estimate of Dj is the sum D; + di;j. So we take the minimum of
these two cases and update Djaccordingly. As each of the nodes get transferred to set P, the
estimates get closer to the lowest possible value. When a node is transferred, its shortest path
length is known. So finally all the nodes are in P and the Dj's represent the minimum costs.
The algorithm is guaranteed to terminate in N-1 iterations and its complexity is O( N?).

The Floyd Warshall Algorithm

This algorithm iterates on the set of nodes that can be used as intermediate nodes on paths. This set
grows from a single node ( say node 1) at start to finally all the nodes of the graph. At each
iteration, we find the shortest path using given set of nodes as intermediate nodes, so that finally all
the shortest paths are obtained.

Notation
Dij[n] = Lengthofshortest path between the nodes i and j using only the nodes 1,2,....n
as intermediate nodes.

Initial Condition
Di,j[0] = dij for all nodes i,j .

Algorithm
Initially, n=0. At each iteration, add next node ton.i.e. For n=1,2,....N-1,

Dij[n+1] = min { Dijin], Din+1[n] + Dn+1j[n] }

Principle

Suppose the shortest path between i and j using nodes 1,2,...n is known. Now, if node n+1 is
allowed to be an intermediate node, then the shortest path under new conditions either passes
through node n+1 or it doesn't. If it does not pass through the node n+1, then D;j[n+1] is
same as Dij[n] . Else, we find the cost of the new route, which is obtained from the

sum, Din+1[n] + Dn+1,j[N]. So we take the minimum of these two cases at each step. After
adding all the nodes to the set of intermediate nodes, we obtain the shortest paths between all
pairs of nodes together. The complexity of Floyd-Warshall algorithm is O ( N3).

It is observed that all the three algorithms mentioned above give comparable performance,
depending upon the exact topology of the network.

ARP,RARP,ICMP Protocols

Address Resolution Protocol

If a machine talks to another machine in the same network, it requires its physical or MAC address.
But ,since the application has given the destination's IP address it requires some mechanism to bind
the IP address with its MAC address.This is done through Address Resolution protocol (ARP).IP
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address of the destination node is broadcast and the destination node informs the source of its MAC
address.

Assume broadcast nature of LAN

Broadcast IP address of the destination

Destination replies it with its MAC address.

Source maintains a cache of IP and MAC address bindings

Ll N

But this means that every time machine A wants to send packets to machine B, A has to send an ARP
packet to resolve the MAC address of B and hence this will increase the traffic load too much, so to
reduce the communication cost computers that use ARP maintains a cache of recently acquired
IP_to_MAC address bindings, i.e. they dont have to use ARP repeatedly. ARP Refinements Several
refinements of ARP are possible: When machine A wants to send packets to macine B, it is possible
that machine B is going to send packets to machine A in the near future.So to avoid ARP for machine
B, A should put its IP_to_MAC address binding in the special packet while requesting for the MAC
address of B. Since A broadcasts its initial request for the MAC address of B, every machine on the
network should extract and store in its cache the IP_to_MAC address binding of A When a new
machine appears on the network (e.g. when an operating system reboots) it can broadcast its
IP_to_MAC address binding so that all other machines can store it in their caches. This will eliminate
a lot of ARP packets by all other machines, when they want to communicate with this new machine.

Example displaying the use of Address Resolution Protocol:

Consider a scenario where a computer tries to contact some remote machine using ping program,
assuming that there has been no exchange of IP datagrams previously between the two machines
and therefore arp packet must be sent to identify the MAC address of the remote machine.

The arp request message (who is A.A.A.A tell B.B.B.B where the two are IP addresses) is broadcast on
the local area network with an Ethernet protocol type 0x806. The packet is discarded by all the
machines except the target machine which responds with an arp response message (A.A.A.A is
hh:hh:hh:hh:hh:hh where hh:hh:hh:hh:hh:hh is the Ethernet source address). This packet is unicast
to the machine with IP address B.B.B.B. Since the arp request message included the hardware
address (Ethernet source address) of the requesting computer, target machine doesn't require
another arp message to figure it out.

Reverse Address Resolution Protocol

RARP is a protocol by which a physical machine in a local area network can request to learn its IP
address from a gateway server's Address Resolution Protocol table or cache. This is needed since the
machine may not have permanently attacded disk where it can store its IP address permanently. A
network administrator creates a table in a local area network's gateway router that maps the
physical machine (or Medium Access Control - MAC) addresses to corresponding Internet Protocol
addresses. When a new machine is set up, its RARP client program requests from the RARP server on
the router to be sent its IP address. Assuming that an entry has been set up in the router table, the
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RARP server will return the IP address to the machine which can store it for future use.
Detailed Mechanism

Both the machine that issues the request and the server that responds use physical network
addresses during their brief communication. Usually, the requester does not know the physical
address. So, the request is broadcasted to all the machines on the network. Now, the requester must
identify istelf uniquely to the server. For this either CPU serial number or the machine's physical
network address can be used. But using the physical address as a unique id has two advantages.

o These addresses are always available and do not have to be bound into bootstrap code.
e Because the identifying information depends on the network and not on the CPU vendor, all
machines on a given network will supply unique identifiers.

Request:

Like an ARP message, a RARP message is sent from one machine to the another encapsulated in the
data portion of a network frame. An ethernet frame carrying a RARP request has the usual preamle,
Ethernet source and destination addresses, and packet type fields in front of the frame. The frame
conatins the value 8035 (base 16) to identify the contents of the frame as a RARP message. The data
portion of the frame contains the 28-octet RARP message. The sender braodcasts a RARP request
that specifies itself as both the sender and target machine, and supplies its physical network address
in the target hardware address field. All machines on the network receive the request, but only
those authorised to supply the RARP services process the request and send a reply, such machines
are known informally as RARP servers. For RARP to succeed, the network must contain at least one
RARP server.

Reply:

Servers answers request by filling in the target protocol address field, changing the message type
from request to reply, and sending the reply back directly to the machine making the request.

Timing RARP Transactions

Since RARP uses the physical network directly, no other protocol software will time the response or
retransmit the request. RARP software must handle these tasks. Some workstations that rely on
RARP to boot, choose to retry indefinitely until the receive a response. Other implementations
announce failure after only a few tries to avoid flooding the network with unnecessary broadcast.

Mulitple RARP Servers

Advantage: More reliability. Diadvantage: Overloading may result when all servers respond. So, to
get away with disadvantage we have primary and secondary servers. Each machine that makes RARP
request is assigned a primary server. Normally, the primary server responds but if it fails, then
requester may time out and rebroadcast the request.Whenever a secondary server receives a
second copy of the request within a short time of the first, it responds. But, still there might be a
problem that all secondary servers respond, thus overloading the network. So, the solution adopted
is to avoid having all secondary servers transmit responses simultaneously. Each secondary server
that receives the request computes a random delay and then sends a response.

Drawbacks of RARP
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e Since it operates at low level, it requires direct addresss to the network which makes it
difficult for an application programmer to build a server.

o It doesn't fully utilizes the capability of a network like ethernet which is enforced to send a
minimum packet size since the reply from the server contains only one small piece of
information, the 32-bit internet address.

RARP is formally described in RFC903.

ICMP

This protocol discusses a mechanism that gateways and hosts use to communicate control or error
information.The Internet protocol provides unreliable,connectionless datagram service,and that a
datagram travels from gateway to gateway until it reaches one that can deliver it directly to its final
destination. If a gateway cannot route or deliver a datagram,or if the gateway detects an unusual
condition, like network congestion, that affects its ability to forward the datagram, it needs to
instruct the original source to take action to avoid or correct the problem. The Internet Control
Message Protocol allows gateways to send error or control messages to other gateways or
hosts;ICMP provides communication between the Internet Protocol software on one machine and
the Internet Protocol software on another. This is a special purpose message mechanism added by
the designers to the TCP/IP protocols. This is to allow gateways in an internet to report errors or
provide information about unexpecter circumstances. The IP protocol itself contains nothing to help
the sender test connectivity or learn about failures.

Error Reporting vs Error Correction

ICMP only reports error conditions to the original source; the source must relate errors to individual
application programs and take action to correct problems. It provides a way for gateway to report
the error It does not fully specify the action to be taken for each possible error. ICMP is restricted to
communicate with the original source but not intermediate sources.

ICMP Message Delivery

ICMP messages travel across the internet in the data portion of an IP datagram,which itself travels
across the internet in the data portion of an IP datagram,which itself travels across each physical
network in the data portion of a frame.Datagrams carryin ICMP messages are routed exactly like
datagrams carrying information for users;there is no additional reliability or priority.An exception is
made to the error handling procedures if an IP datagram carrying an ICMP messages are not
generated for errors that result from datagrams carrying ICMP error messages.

ICMP Message Format

It has three fields;an 8-bit integer message TYPE field that identifies the message,an 8-bit CODE field
that provides further information about the message type,and a 16-bit CHECKSUM field(ICMP uses
the same additive checksum algorithm as IP,but the ICMP checksum only covers the ICMP
message).In addition , ICMP messages that report errors always include the header and first 64 data
bits of the datagram causing the problem. The ICMP TYPE field defines the meaning of the message
as well as its format.

The Types include :

TYPE FIELD ICMP MESSAGE TYPE
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0 ECHO REPLY

3 DESTINATION UNREACHABLE

4 SOURCE QUENCH

5 REDIRECT(CHANGE A ROUTE)

8 ECHO REQUEST

11 TIME EXCEEDED FOR A DATAGRAM

12 PARAMETER PROBLEM ON A DATAGRAM
13 TIMESTAMP REQUEST

14 TIMESTAMP REPLY

15 INFORMATION REQUEST(OBSOLETE)

16 INFORMATION REPLY (OBSOLETE)

17 ADDRESS MASK REQUEST

18 ADDRESS MASK REPLY TESTING DESTINATION

Reachabilty and Status :

TCP/IP protocols provide facilities to help network managers or users identify network
problems.One of the most frequently used debugging tools invokes the ICMP echo request
and echo reply messages.A host or gateway sends an ICMP echo request message to a
specified destination.Any machine that receives an echo request formulates an echo reply and
returns to the original sender.The request contains an optional data area; the reply contains a
copy of the data sent in the request. The echo request and associated reply can be used to test
whether a destination is reachable and responding.Because both the request and reply travel
in IP datagrams,successful receipt of a reply verifies that major pieces of the transport system
work.

1.1 : IP software on the source must route the datagram

2.2 : Intermediate gateways between the source and destination must be operating and must
route datagram correctly.

3.3 : The destination machine must be running , and both ICMP and IP software must be
working.

4.4 : Routes in gateways along the return path must be correct.

Echo Request and Reply

The field listed OPTIONAL DATA is a variable length field that contains data to be returned
to the sender.An echo reply always returns exactly the same data as was received in the
request.Fields IDENTIFIER and SEQUENCE NUMBER are used by the sender to match
replies to request. The value of the TYPE field specifies whether the message is a request(8)
or a reply(0).

Reports of Unreachable Destinations
The Code field in a destination unreachable message contains an integer that further describes
th problem.Possible values are :

CODE VALUE MEANING
0 NETWORK UNREACHABLE
1 HOST UNREACHABLE
2 PROTOCOL UNREACHABLE
3 PORT UNREACHABLE
4 FRAGMENTATION NEEDED AND DF SET

Page 20 Faculty: Dr Naveen Singh
+91-9953320298 drnaveenkrsingh@gmail.com




VISION INSTITUTE OF TECHNOLOGY, Subject: Computer Network
=A% ALIGARH

5 SOURCE ROOT FAILED
6 DESTINATION NETWORK UNKNOWN
7 DESTINATION HOST UNKNOWN
8 SOURCE HOST ISOLATED
9 COMMUNICATION WITH DESTINATION NETWORK
ADMINISTRATIVELY PROHIBITED
10 COMMUNICATION WTTH DESTINATION HOST
ADMINISTRATIVELY PROHIBITED
11 NETWORK UNREACHABLE FOR TYPE OF SERVICE
12 HOST UNREACHABLE FOR TYPE OF SERVICE

Whenever an error prevents a gateway from routing or delivering a datagram, the gateway
sends a destination unreachable message back to the source and then drops the
datagram.Network unreachable errors usually imply roting failures ; host unreachable errors
imply delivery failures.Because the message contains a short prefix of the datagram that
caused the problem, the source will know exactly which address is unreachable. Destinations
may be unreachable because hardware is temporarily out of service, because the sender
specified a nonexistent destination address, or because the gateway does not have a route to
the destination network. Although gateways send destination unreachable messages if they
cannot route or deliver datagrams, not all such errors can be detected.If the datagram contains
the source route option with an incorrect route, it may trigger a source route failure
message.If a gateway needs to fragment adatagram but the "don't fragment" bit is set, the
gateway sends a fragmentation needed message back to the source.

Congestion and Datagram Flow Control :

Gateways cannot reserve memory or communication resources in advance of receiving
datagrams because IP is connectionless. The result is, gateways can overrun with traffic, a
condition known as congestion.Congestion arises due to two reasons :

1. A high speed computer may be able to generate traffic faster than a network can transfer it .
2. If many computers sumultaneously need to send datagrams through a single gateway, the
gateway can experience congestion, even though no single source causes the problem.

When datagrams arrive too quickly for a host or a gateway to process, it enqueues them in
memory temporarily.If the traffic continues, the host or gateway eventually exhausts menory
ans must discard additional datagrams that arrive. A machine uses ICMP source quench
messages to releive congestion. A source quench message is a request for the source to
reduce its current rate of datagram transmission.

There is no ICMP messages to reverse the effect of a source quench.

Source Quench :

Source quench messages have a field that contains a datagram prefix in addition to the usual
ICMP TYPE,CODE,CHECKSUM fields.Congested gateways send one source quench
message each time they discard a datagram; the datagram prefix identifies the datagram that
was dropped.

Route Change Requests From Gateways :

Internet routing tables are initialized by hosts from a configuration file at system startup, and
system administrators seldom make routing changes during normal operations.Gateways
exchange routing information periodically to accomadate network changes and keep their
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routes up-to-date.The general rule is , Gateways are assumed to know correct routes; host
begin wint minimal routing information and learn new routes from gateways. The
GATEWAY INTERNET ADDRESS field contains the address of a gateway that the host is
to use to reach the destination mentioned in the datagram header. The INTERNET HEADER
field contains IP header plus the next 64 bits of the datagram that triggered the message.The
CODE field of an ICMP redirect message further specifies how to interpret the destination
address, based on values assigned as follows :

Code Value Meaning

0 REDIRECT DATAGRAMS FOR THE NET

1 REDIRECT DATAGRAMS FOR THE HOST

2 REDIRECT DATAGRAMS FOR THE TYPE OF SERVICE AND
NET

3 REDIRECT DATAGRAMS FOR THE TYPE OF SERVICE AND
HOST

Gateways only send ICMP redirect requests to hosts and not to other gateways.

Detecting Circular or Excessively Long Routes :

Internet gateways compute a next hop using local tables, errors in routing tables can produce
a routing cycle for some destination. A routing cycle can consist of two gateways that each
route a datagram for a particular destination to other, or it can consist of several gateways.To
prevent datagrams from circling forever in a TCP/IP internet, each IP datagram contains a
time-to-live counter , sometimes called a hop count. A gateway decrements the time-to-live
counter whenever it processes the datagram and discards the datagram when the count
reaches zero. Whenever a gateway discards a datagram because its hop count has reached
zero or because a timeout occured while waiting for fragments of a datagram , it sends an
ICMP time exceeded message back to the datagram’s source, A gateway sends this message
whenever a datagram is discarded because the time-to-live field in the datagram header has
reached zero or because its reassembly timer expired while waiting for fragments.

The code field explains the nature of the timeout :

Code Value Meaning
0 TIME-TO-LIVE COUNT EXCEEDED
1 FRAGMENT REASSEMBLY TIME EXCEEDED

Fragment reassembly refers to the task of collecting all the fragments from a datagram.

Reprting Other Problems :

When a gateway or host finds problems with a datagram not covered by previous ICMP error
messages it sends a parameter problem message to the original source.To make the message
unambigous, the sender uses the POINTER field in the message header to identify the octet in
the datagram that caused the problem. Code 1 is used to report that a required option is
missing; the POINTER field is not used for code 1.

Clock Synchronization nd Transmit the estimation :

ICMP messages are used to obtain the time from another machine. A requesting machine
sends an ICMP timestamp request message to another machine, asking that the second
machine return its current value of the time of day. The receiving machine returns a
timestamp reply back to the machine making the request. TCP/IP protocol suite includes
several protocols that can be used to synchronize clocks. This is one of the simplest
techniques used by TCP/IP. The TYPE field idintifies the message as a request (13 ) or a
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reply ( 14 ); the IDENTIFIER and SEQUENCE NUMBER fields are used by the source to
associate replies with requests. The ORIGINATE TIMESTAMP filed is filled in by the
original sendet just before the packet is transmitted, the RECEIVE TIMESTAMP field is
filled immediately upon receipt of a request, and the TRANSMIT TIMESTAMP field is
filled immediately before the reply is transmitted. Hosts use the three timestamp fields to
compute estimates of the delay time between them and to synchronize their clock. A host can
compute the total time required for a request to travel to a destination, be transformed into a
reply, and return. In practice, accurate estimation of round-trip delay can be difficult and
substantially restirct the utility of ICMP timestanp messages.To obtain an accurate estimate
to round trip delay one must take many measurements and average them.

Obtaining a Subnet Mask:

Subnet addressing is used by the hosts to extract some bits in the hostid portion of their IP
address to identify a physical network.To participate in subnet addressing, hosts need to
know which bits of the 32-bit internet address correspond to the physical network and which
correspond to host identifiers. The information needed to interpret the address is represented
in a 32-bit quatity called the subnet mask. To learn the subnet mask used for the local
network, a machine can send an address mask request message to a gateway and receive an
address mask reply. The TYPE field in an address mask message specifies whether the
message is a request ( 17 ) or a reply ( 18 ). A reply contains the nework's subnet address
mask in the ADDRESS MASK field. The IDENTIFIER and SEQUENCE NUMBER fields
allow a machine to associate replies with requests.

Transport Layer Protocol

What is TCP?

TCP was specifically designed to provide a reliable end to end byte stream over an unreliable
internetwork. Each machine supporting TCP has a TCP transport entity either a user process
or part of the kernel that manages TCP streams and interface to IP layer. A TCP entity
accepts user data streams from local processes, breaks them up into pieces not exceeding
64KB and sends each piece as a separate IP datagram. Client Server mechanism is not
necessary for TCP to behave properly.

The IP layer gives no guarantee that datagram will be delivered properly, so it is up to TCP to
timeout and retransmit, if needed. Duplicate, lost and out of sequence packets are handled
using the sequence number, acknowledgements, retransmission, timers, etc to provide a
reliable service. Connection is a must for this service.Bit errors are taken care of by the CRC
checksum. One difference from usual sequence numbering is that each byte is given a
number instead of each packet. This is done so that at the time of transmission in case of loss,
data of many small packets can be combined together to get a larger packet, and hence
smaller overhead.

TCP connection is a duplex connection. That means there is no difference between two sides
once the connection is established.
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TCP Connection establishment

The "three-way handshake™ is the procedure used to establish a connection. This procedure
normally is initiated by one TCP and responded to by another TCP. The procedure also works
if two TCP simultaneously initiate the procedure. When simultaneous attempt occurs, each
TCP receives a "SYN" segment which carries no acknowledgment after it has sent a "SYN".
Of course, the arrival of an old duplicate "SYN" segment can potentially make it appear, to
the recipient, that a simultaneous connection initiation is in progress. Proper use of "reset"
segments can disambiguate these cases.

The three-way handshake reduces the possibility of false connections. It is the
implementation of a trade-off between memory and messages to provide information for this
checking.

The simplest three-way handshake is shown in figure below. The figures should be
interpreted in the following way. Each line is numbered for reference purposes. Right arrows
(-->) indicate departure of a TCP segment from TCP A to TCP B, or arrival of a segment at B
from A. Left arrows (<--), indicate the reverse. Ellipsis (...) indicates a segment which is still
in the network (delayed). TCP states represent the state AFTER the departure or arrival of the
segment (whose contents are shown in the center of each line). Segment contents are shown
in abbreviated form, with sequence number, control flags, and ACK field. Other fields such
as window, addresses, lengths, and text have been left out in the interest of clarity.

TCP A TCP B
1. CLOSED LISTEN
2. SYN-SENT --> <SEQ=100><CTL=SYN> —-—-> SYN-RECEIVED

3. ESTABLISHED <-- <SEQ=300><ACK=101><CTL=SYN,ACK> <-- SYN-RECEIVED
4. ESTABLISHED --> <SEQ=101><ACK=301><CTL=ACK> —--> ESTABLISHED
5. ESTABLISHED --> <SEQ=101><ACK=301><CTL=ACK><DATA> --> ESTABLISHED

Basic 3-Way Handshake for Connection Synchronisation

In line 2 of above figure, TCP A begins by sending a SYN segment indicating that it will use
sequence numbers starting with sequence number 100. In line 3, TCP B sends a SYN and
acknowledges the SYN it received from TCP A. Note that the acknowledgment field
indicates TCP B is now expecting to hear sequence 101, acknowledging the SYN which
occupied sequence 100.

At line 4, TCP A responds with an empty segment containing an ACK for TCP B's SYN; and
in line 5, TCP A sends some data. Note that the sequence number of the segment in line 5 is
the same as in line 4 because the ACK does not occupy sequence number space (if it did, we
would wind up ACKing ACK's!).
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TCP Transport Connection Establishment

Initiator sends
connection request SYNH]

with id = X Besponder receives the
connection request with
id = X and generates a
connection confirmation

o . with its own id = %Y
Initiator receives SYN[Y.X+1)
confirmation of the

connection with its own
id X and the responder’s
id * to identify the
connection

Initiator sends ACK ACK[Y'+1]
with identifier ' The Source and
Destination ports plus

the sequence number
identify this connection

Simultaneous initiation is only slightly more complex, as is shown in figure below. Each TCP
cycles from CLOSED to SYN-SENT to SYN-RECEIVED to ESTABLISHED.

TCP A TCP B
1. CLOSED CLOSED
2. SYN-SENT --> <SEQ=100><CTL=SYN>
3. SYN-RECEIVED <-- <SEQ=300><CTL=SYN> <-- SYN-SENT
4. ... <SEQ=100><CTL=SYN> —-—-> SYN-RECEIVED

5. SYN-RECEIVED --> <SEQ=100><ACK=301><CTL=SYN,ACK>
6. ESTABLISHED <-- <SEQ=300><ACK=101><CTL=SYN,ACK> <-- SYN-RECEIVED

7. ... <SEQ=101><ACK=301><CTL=ACK> —--> ESTABLISHED
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Simultaneous Connection Synchronisation
Question: Why is three-way handshake needed? What is the problem if we send only two packets
and consider the connection established? What will be the problem from application's point of
view? Will the packets be delivered to the wrong application?

Problem regarding 2-way handshake

The only real problem with a 2-way handshake is that duplicate packets from a previous
connection( which has been closed) between the two nodes might still be floating on the
network. After a SYN has been sent to the responder, it might receive a duplicate packet of a
previous connection and it would regard it as a packet from the current connection which
would be undesirable.

Again spoofing is another issue of concern if a two way handshake is used.Suppose there is a
node C which sends connection request to B saying that it is A.Now B sends an ACK to A
which it rejects & asks B to close connection.Beteween these two events C can send a lot of
packets which will be delievered to the application..

Host 1 Host 1 C(Spoofing Node)
Host A
Old Duplicate Old Duplicate
CR¢, CRys Ck,.
= --NC‘ o= ~-\C“
v 4 ol ﬁd\/
. DA

RLJEC.T( ATy (Seq _

A4

N
m
=~
A
b
~

Old Duplicate

RE,

The first two figures show how a three way handshake deals with problems of duplicate/delayed
connection requests and duplicate/delayed connection acknowledgements in the network.The third
figure highlights the problem of spoofing associated with a two way handshake.

Some Conventions

1. The ACK contains 'x+1" if the sequence number received is 'X'.

2. If'ISN' is the sequence number of the connection packet then 1st data packet has the seq
number 'ISN+1'

3. Seq numbers are 32 bit. They are byte seq number(every byte has a seq number).With a
packet 1st seq number and length of the packet is sent.

4. Acknowlegements are cummulative.

5. Acknowledgements have a seq number of their own but with a length 0.So the next data
packet have the seq number same as ACK.

Page 26 Faculty: Dr Naveen Singh
+91-9953320298 drnaveenkrsingh@gmail.com




Subject: Computer Network

Connection Establish

Sender’s Events Network Messages Receiver's Events

Send SYN SBIF X

Receive SYN serx
Send SYN SBFY, ACK ack=u+1

Receive SYN + ACK seqy
SEND ACK ack=y+1

/\/

Receive ACK ack=y+1

o The sender sends a SYN packet with serquence numvber say 'x'.

o The receiver on receiving SYN packet responds with SYN packet with sequence number'y'
and ACK with seq number 'x+1'

e On receiving both SYN and ACK packet, the sender responds with ACK packet with seq
number 'y+1'

e The receiver when receives ACK packet, initiates the connection.

Connection Release

Sender’s Events Network Mess ages Receiver's Events
Send FIN SEFX

Receive FIN segx

Send ACK ack=x+
(inform application)

Receive ACK ack=x+1 Send FIN SV, ACK ack=x+1

Receive FIN SEFY, ACK ack=x+1
Send ACK ackey+1

A/

Receive ACK ackey+1

e Theinitiator sends a FIN with the current sequence and acknowledgement number.

e The responder on receiving this informs the application program that it will receive no more
data and sends an acknowledgement of the packet. The connection is now closed from one
side.

e Now the responder will follow similar steps to close the connection from its side. Once this is
done the connection will be fully closed.

1.4 Logical Addressing Computer Network is a group of some
interconnected computers that are sharing a common or different resources
provided on or by network nodes. These sharing or communication between
the machines is governed by some set of rules network ProtocolsThese

computers or machines are identified by network addresses, and may have
hostnames.
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A Network Address is a logical or physical address that uniquely identifies a
host or a machine in a telecommunication network. A network may also not
be unique and can contain some structural and hierarchical information of
the node in the network. Internet protocol (IP) address, media access control
(MAC) address and telephone numbers are some basic examples of network
addresses. It can be of numeric type or symbolic or both in some cases.

Router

!

LAN 1 LAN 2 LAN 3

224111 224112 224113 224114 224121 224122 224123 224124 224131 224132 224133 224134

It is the prime responsibility of the network layer to assign unique addresses
to different nodes in a network. As mentioned earlier they can be physical or
logical but primarily they are logical addresses i.e. software-based
addresses. The most widely used network address is an IP address. It
uniquely identifies a node in an IP network. An IP address is a 32-bit long
numeric address represented in a form of dot-decimal notation where each
byte is written in a decimal form separated by a period. For example
196.32.216.9 is an IP address where 196 represents first 8 bits, 32 next 8
bits and so on. The first three bytes of an IP address represents the network
and the last byte specifies the host in the network. An IP address is further
divided into sub classes :

o Class A : An IP address is assigned to those networks that include large
number of hosts.
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o Class B : An IP address is assigned to networks range from small sized
to large sized.

o Class C: An IP address is assigned to networks that are small sized.

o Class D : IP address are reserved for multicast address and does not
possess subnetting.

o« Class E: AnIP address is used for the future use and for the research
and development purposes and does not possess any subnetting.

An IP address is divided into two parts:

1. Network ID : represents the number of networks.
2. Host ID : represents the number of hosts.
Byte1 - Byte2 - Byte3 . Byted

Class A NET ID HOSTID

Class B NETID HOSTID

Class C NET ID HOSTID
Class D MULTICAST ADDRESS

Class E RESERVED

Norms to assign Network ID :

1. For the hosts located in the same network, share the same network ID.

2. It cannot start with 127 as 127 is used exclusively by Class A.

3. If all the bits of the network ID are set to 0, it could not be assigned as it
specifies a particular host on the local network.

4. If all the bits of the network ID are set to 1, it could not be assigned as it is
reserved for multicast address.

Norms to assign Host ID :

1. It must be unique within any network.

2. If all the bits of the host ID are set to O, it could not be assigned as it is
used to represent the network ID of the IP address.

3. The Host ID with all the bits set to 1 are reserved for multicast address.

Classful Network Addressing :

Number Addresses
of per Range
Networks Network

Leading NET HOST
Class Bits ID Bits ID Bits
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A 0 8 24 2! 2 127.255.255.255
B 10 16 16 2 2 101.955,255,255
cC 110 24 8 2 2 225,255,955 255
D 1110 lo\lle?}ined lo\llecl)‘tined lo\llecl)‘tined Not defined 323:2.505.92205.255
E 11 dNe(:ctined dNe?‘tined dNe?‘tined Not defined 332:250592205.255

1.6 Internet Protocol

An I[P stands for internet protocol. An IP address is assigned to each device
connected to a network. Each device uses an IP address for communication. It also
behaves as an identifier as this address is used to identify the device on a network. It
defines the technical format of the packets. Mainly, both the networks, i.e., IP and
TCP, are combined together, so together, they are referred to as a TCP/IP. It creates a
virtual connection between the source and the destination.

We can also define an IP address as a numeric address assigned to each device on a
network. An IP address is assigned to each device so that the device on a network
can be identified uniquely. To facilitate the routing of packets, TCP/IP protocol uses a
32-bit logical address known as IPv4(Internet Protocol version 4).

An |P address consists of two parts, i.e., the first one is a network address, and the
other one is a host address.

There are two types of IP addresses:

o IPv4
o IPv6
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What is IPv4?

IPv4 is a version 4 of IP. It is a current version and the most commonly used IP
address. It is a 32-bit address written in four numbers separated by 'dot’, i.e., periods.
This address is unique for each device.

For example, 66.94.29.13

The above example represents the IP address in which each group of numbers
separated by periods is called an Octet. Each number in an octet is in the range from
0-255. This address can produce 4,294,967,296 possible unique addresses.

In today's computer network world, computers do not understand the IP addresses
in the standard numeric format as the computers understand the numbers in binary
form only. The binary number can be either 1 or 0. The IPv4 consists of four sets, and
these sets represent the octet. The bits in each octet represent a number.

Each bit in an octet can be either 1 or 0. If the bit the 1, then the number it
represents will count, and if the bit is 0, then the number it represents does not
count.

Representation of 8 Bit Octet

128 64 32 16 8 4 2 1

The above representation shows the structure of 8- bit octet.

Now, we will see how to obtain the binary representation of the above IP address,
i.e., 66.94.29.13

Step 1: First, we find the binary number of 66.

128 64 32 16 2 1
0 1 0 0 1 0
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To obtain 66, we put 1 under 64 and 2 as the sum of 64 and 2 is equal to 66
(64+2=66), and the remaining bits will be zero, as shown above. Therefore, the binary
bit version of 66 is 01000010.

Step 2: Now, we calculate the binary number of 94.

128 64 32 16 8 4 2 1

0 1 0 1 1 1 1 0

obtain 94, we put 1 under 64, 16, 8, 4, and 2 as the sum of these numbers is equal to
94, and the remaining bits will be zero. Therefore, the binary bit version of 94 is
01011110.

Step 3: The next number is 29.

128 64 32 16 8 4 2 1

0 0 0 1 1 1 0 0

obtain 29, we put 1 under 16, 8, 4, and 1 as the sum of these numbers is equal to 29,

and the remaining bits will be zero. Therefore, the binary bit version of 29 is
00011101.

Step 4: The last number is 13.

128 64 32 16 8 4 2 1

0 0 0 0 1 1 0 1

To obtain 13, we put 1 under 8, 4, and 1 as the sum of these numbers is equal to 13, and the
remaining bits will be zero. Therefore, the binary bit version of 13 is 00001101.

Drawback of IPv4
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Currently, the population of the world is 7.6 billion. Every user is having more than
one device connected with the internet, and private companies also rely on the
internet. As we know that IPv4 produces 4 billion addresses, which are not enough
for each device connected to the internet on a planet. Although the various
techniques were invented, such as variable- length mask, network address
translation, port address translation, classes, inter-domain translation, to conserve
the bandwidth of IP address and slow down the depletion of an IP address. In these
techniques, public IP is converted into a private IP due to which the user having
public IP can also use the internet. But still, this was not so efficient, so it gave rise to
the development of the next generation of IP addresses, i.e., IPv6.

What is IPv6?

IPv4 produces 4 billion addresses, and the developers think that these addresses are
enough, but they were wrong. IPv6 is the next generation of IP addresses. The main
difference between IPv4 and IPv6 is the address size of IP addresses. The IPv4 is a 32-
bit address, whereas IPv6 is a 128-bit hexadecimal address. IPv6 provides a large
address space, and it contains a simple header as compared to IPv4.

It provides transition strategies that convert IPv4 into IPv6, and these strategies are
as follows:

o Dual stacking: It allows us to have both the versions, i.e., IPv4 and IPv6, on
the same device.

o Tunneling: In this approach, all the users have IPv6 communicates with an
IPv4 network to reach IPv6.

o Network Address Translation: The translation allows the communication
between the hosts having a different version of IP.

This hexadecimal address contains both numbers and alphabets. Due to the usage of
both the numbers and alphabets, IPv6 is capable of producing over 340 undecillion
(3.4*10%®) addresses.

IPv6 is a 128-bit hexadecimal address made up of 8 sets of 16 bits each, and these 8
sets are separated by a colon. In IPv6, each hexadecimal character represents 4 bits.
So, we need to convert 4 bits to a hexadecimal number at a time

Address format

The address format of IPv4:
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4 octets
-« ;

\ 192 H 168 H . H 33 \

The address format of IPv6:

16 octets
- 2

FDEC BA98 7654 3210 ADEC BDFF 2990 FFFF

he above diagram shows the address format of IPv4 and IPv6. An IPv4 is a 32-bit
decimal address. It contains 4 octets or fields separated by 'dot’, and each field is 8-
bit in size. The number that each field contains should be in the range of 0-255.
Whereas an IPv6 is a 128-bit hexadecimal address. It contains 8 fields separated by a
colon, and each field is 16-bit in size.

Differences between IPv4 and IPv6

1.1 Introduction

What is Computer Network?

A computer network is a set of devices connected through links. A node can be computer,
printer, or any other device capable of sending or receiving the data. The links connecting the
nodes are known as communication channels.

Computer Network uses distributed processing in which task is divided among several

computers. Instead, a single computer handles an entire task, each separate computer handles
a subset.

1.2 Goals of Computer Network
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The main goals of computer networks are as follows —

Resource Sharing

The main goal of the computer network is Resource Sharing. It is to create all the programs,
data and hardware accessible to anyone on the network without considering the resource’s
physical area and the client.

Saving Money

The second goal of a computer network is saving money. Small computers have a much
excellent value proportion than higher ones. Mainframes are approximately a method ten
times quicker than the quickest single-chip microprocessors, but they cost a huge number of
times more.

This imbalance has made numerous system designers build systems, including dynamic
personal computers, one per customer, with data kept on at least one shared document server
machines. This objective prompts networks for specific computers situated in a similar
building, including a network is known as LAN (Local Area Network).

High Reliability

The third goal is to support high reliability by acquiring a different authority of supply. For
example, all files can be recreated on a few machines, and thus if one of them is non existent,
the additional copies could be available.

Improve Performance

The fourth goal of a computer network is to improve accessibility and the performance of the
system. A system’s performance can be improved by inserting one or more processors into it
as its workload grows.

For example, if the system is full, replacing it with a larger one at a large expense, it is better
to add more processors to it at less cost and less disruption to the user. This improves both
accessibilities as well as the performance of a system.

Communication Medium

The fifth goal of the computer network offers a powerful communication medium. The
different user on the network can immediately identify a document that has been refreshed
on a network.

1.3 PROTOCOLS AND STANDARDS

In this section, we define two widely used terms: protocols and standards. First, we define
protocol, which is synonymous with rule. Then we discuss standards, which are agreed-upon
rules.

Protocols In computer networks, communication occurs between entities in different
systems. An entity is anything capable of sending or receiving information. However, two
entities cannot simply send bit streams to each other and expect to be understood. For
communication to occur, the entities must agree on a protocol. A protocol is a set of rules
that govern data communications. A protocol defines what is communicated, how it is
communicated, and when it is communicated. The key elements of a protocol are syntax,
semantics, and timing

Syntax. The term syntax refers to the structure or format of the data, meaning the order in
which they are presented. For example, a simple protocol might expect the first 8 bits of data
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to be the address of the sender, the second 8 bits to be the address of the receiver, and the
rest of the stream to be the message itself. O

Semantics. The word semantics refers to the meaning of each section of bits. How is a
particular pattern to be interpreted, and what action is to be taken based on that
interpretation? For example, does an address identify the route to be taken or the final
destination of the message? o

Timing. The term timing refers to two characteristics: when data should be sent and how fast
they can be sent. For example, if a sender produces data at 100 Mbps but the receiver can
process data at only 1 Mbps, the transmission will overload the receiver and some data will
be lost

Standards Standards are essential in creating and maintaining an open and competitive
market for equipment manufacturers and in guaranteeing national and international
interoperability of data and telecommunications technology and processes.

Standards provide guidelineto manufacturers, vendors, government agencies, and other
service providers to ensure the kind of interconnectivity necessary in today's marketplace
and in international communications. Data communication standards fall into two categories:

de facto (meaning "by fact” or "by convention”) and de jure (meaning "by law" or "by
regulation™). o De facto. Standards that have not been approved by an organized body but
have been adopted as standards through widespread use are de facto standards. De facto
standards are often established originally by manufacturers who seek to define the
functionality of a new product or technology.

De jure. Those standards that have been legislated by an officially recognized body are de
jure standards.

Standards Organizations

Standards are developed through the cooperation of standards creation committees, forums,
and government regulatory agencies.

Standards Creation Committees While many organizations are dedicated to the establishment
of standards, data telecommunications in North America rely primarily on those published
by the following:

o International Organization for Standardization (1SO). The ISO is a multinational body
whose membership is drawn mainly from the standards creation committees of various
governments throughout the world. The ISO is active in developing cooperation in the
realms of scientific, technological, and economic activity.

o International Telecommunication Union-Telecommunication Standards Sector (ITU-T).
By the early 1970s, a number of countries were defining national standards for
telecommunications, but there was still little international compatibility. The United Nations
responded by forming, as part of its International Telecommunication Union (ITU), a
committee, the Consultative Committee for International Telegraphy and Telephony
(CCITT). This committee was devoted to the research and establishment of standards for
telecommunications in general and for phone and data systems in particular. On March 1,
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1993, the name of this committee was changed to the International Telecommunication
UnionTelecommunication Standards Sector (ITU-T).

0 American National Standards Institute (ANSI). Despite its name, the American
National Standards Institute is a completely private, nonprofit corporation not affiliated with
the U.S. federal government. However, all ANSI activities are undertaken with the welfare
of the United States and its citizens occupying primary importance.

o0 Institute of Electrical and Electronics Engineers (IEEE). The Institute of Electrical and
Electronics Engineers is the largest professional engineering society in the world.
International in scope, it aims to advance theory, creativity, and product quality in the fields
of electrical engineering, electronics, and radio as well as in all related branches of
engineering. As one of its goals, the IEEE oversees the development and adoption of
international standards for computing and communications.

0 Electronic Industries Association (EIA). Aligned with ANSI, the Electronic Industries
Association is a nonprofit organization devoted to the promotion of

1.4 Application of Computer Network

Computer networks have become invaluable to organizations as well as individuals. Some of
its main uses are as follows —

e Information and Resource Sharing — Computer networks allow organizations
having units which are placed apart from each other, to share information in a very
effective manner. Programs and software in any computer can be accessed by other
computers linked to the network. It also allows sharing of hardware equipment, like
printers and scanners among varied users.

e Retrieving Remote Information — Through computer networks, users can retrieve
remote information on a variety of topics. The information is stored in remote
databases to which the user gains access through information systems like the World
Wide Web.

e Speedy Interpersonal Communication — Computer networks have increased the
speed and volume of communication like never before. Electronic Mail (email) is
extensively used for sending texts, documents, images, and videos across the globe.
Online communications have increased by manifold times through social networking
services.

o E-Commerce — Computer networks have paved way for a variety of business and
commercial transactions online, popularly called e-commerce. Users and organizations
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can pool funds, buy or sell items, pay bills, manage bank accounts, pay taxes, transfer
funds and handle investments electronically.

Highly Reliable Systems — Computer networks allow systems to be distributed in
nature, by the virtue of which data is stored in multiple sources. This makes the
system highly reliable. If a failure occurs in one source, then the system will still
continue to function and data will still be available from the other sources.
Cost-Effective Systems — Computer networks have reduced the cost of establishment
of computer systems in organizations. Previously, it was imperative for organizations
to set up expensive mainframes for computation and storage. With the advent of
networks, it is sufficient to set up interconnected personal computers (PCs) for the
same purpose.

VolP — VolIP or Voice over Internet protocol has revolutionized telecommunication
systems. Through this, telephone calls are made digitally using Internet Protocols
instead of the regular analog phone lines.

1.5 Types of Computer Network

Generally, networks are distinguished based on their geographical span. A network can be as
small as distance between your mobile phone and its Bluetooth headphone and as large as the
internet itself, covering the whole geographical world,

Personal Area Network

A Personal Area Network (PAN) is smallest network which is very personal to a user. This
may include Bluetooth enabled devices or infra-red enabled devices. PAN has connectivity
range up to 10 meters. PAN may include wireless computer keyboard and mouse, Bluetooth
enabled headphones, wireless printers and TV remotes.

Page 38 Faculty: Dr Naveen Singh

+91-9953320298 drnaveenkrsingh@gmail.com




. 3 A

' VISION INSTITUTE OF TECHNOLOGY, Subject: Computer Network
= ALIGARH

Veen. UE iz o1 Be 0 -

For example, Piconet is Bluetooth-enabled Personal Area Network which may contain up to 8
devices connected together in a master-slave fashion.

Local Area Network

A computer network spanned inside a building and operated under single administrative
system is generally termed as Local Area Network (LAN). Usually,LAN covers an
organization’ offices, schools, colleges or universities. Number of systems connected in LAN
may vary from as least as two to as much as 16 million.

LAN provides a useful way of sharing the resources between end users.The resources such as
printers, file servers, scanners, and internet are easily sharable among computers.
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000

Printer

Workstations

Il

File Server

LANSs are composed of inexpensive networking and routing equipment. It may contains local
servers serving file storage and other locally shared applications. It mostly operates on private
IP addresses and does not involve heavy routing. LAN works under its own local domain and
controlled centrally.

LAN uses either Ethernet or Token-ring technology. Ethernet is most widely employed LAN
technology and uses Star topology, while Token-ring is rarely seen.

LAN can be wired,wireless, or in both forms at once.

Metropolitan Area Network

The Metropolitan Area Network (MAN) generally expands throughout a city such as cable
TV network. It can be in the form of Ethernet,Token-ring, ATM, or Fiber Distributed Data
Interface (FDDI).

Metro Ethernet is a service which is provided by ISPs. This service enables its users to
expand their Local Area Networks. For example, MAN can help an organization to connect
all of its offices in a city.
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Backbone of MAN is high-capacity and high-speed fiber optics. MAN works in between
Local Area Network and Wide Area Network. MAN provides uplink for LANs to WANSs or

internet.

Wide Area Network

As the name suggests,the Wide Area Network (WAN) covers a wide area which may span
across provinces and even a whole country. Generally, telecommunication networks are Wide
Area Network. These networks provide connectivity to MANs and LANS. Since they are
equipped with very high speed backbone, WANSs use very expensive network equipment.
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Wide Area Network

L.

WAN may use advanced technologies such as Asynchronous Transfer Mode (ATM), Frame
Relay, and Synchronous Optical Network (SONET). WAN may be managed by multiple
administration.

Internetwork

A network of networks is called an internetwork, or simply the internet. It is the largest
network in existence on this planet.The internet hugely connects all WANs and it can have
connection to LANs and Home networks. Internet uses TCP/IP protocol suite and uses IP as
its addressing protocol. Present day, Internet is widely implemented using IPv4. Because of
shortage of address spaces, it is gradually migrating from 1Pv4 to IPv6.

Internet enables its users to share and access enormous amount of information worldwide. It
uses WWW, FTP, email services, audio and video streaming etc. At huge level, internet
works on Client-Server model.

Internet uses very high speed backbone of fiber optics. To inter-connect various continents,
fibers are laid under sea known to us as submarine communication cable.

Internet is widely deployed on World Wide Web services using HTML linked pages and is
accessible by client software known as Web Browsers. When a user requests a page using
some web browser located on some Web Server anywhere in the world, the Web Server
responds with the proper HTML page. The communication delay is very low.

Internet is serving many proposes and is involved in many aspects of life. Some of them are:

e Web sites

e E-mail

e Instant Messaging
e Blogging

¢ Social Media
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1 Physical Layer

This layer is the lowest layer in the OSI model.

It helps in the transmission of data between

two machines that are communicating through a physical medium, which can be optical
fibres, copper wire or wireless etc. The following are the main functions of the physical layer:

1. Hardware Specification: The details of the physical cables, network interface cards,

wireless radios, etc are a part of this layer.
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2 Encoding and Signalling: How are the bits encoded in the medium is also
decided by this layer. For example, on the coppar wire medium, we can use
different voltage levels for a certain time interval to represent ‘0" and '1'. We
may use +5mV for 1nsec to represent '1' and -5mV for 1nsec to represent ‘0.
All the issues of modulation is dealt with in this layer. eg, we may use Binary
phase shift keying for the representation of '1" and '0' rather than using
different volatage levels if we have to transfer in RF waves.

3 Data Transmission and Reception: The transfer of each bit of data is the
responsibility of this layer. This layer assures the transmission of each bit with a high
probability. The transmission of the bits is not completely reliable as there is no error
correction in this layer.

4 Topology and Network Design: The network design is the integral part
of the physical layer. Which part of the network is the router going to
be placed, where the switches will be used, where we will put the hubs,
how many machines is each switch going to handle, what server is
going to be placed where, and many such concerns are to be taken care
of by the physical layer. The various kinds of topologies that we decide
to use may be ring, bus, star or a hybrid of these topologies depending
on our requirements.

2 Data Link Layer

This layer provides reliable transmission of a packet by using the services of the physical
layer which transmits bits over the medium in an unreliable fashion. This layer is concerned
with :

1. Framing : Breaking input data into frames (typically a few hundred bytes) and caring
about the frame boundaries and the size of each frame.
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Acknowledgment : Sent by the receiving end to inform the source that the frame was
received without any error.

Sequence Numbering : To acknowledge which frame was received.

Error Detection : The frames may be damaged, lost or duplicated leading to
errors.The error control is on link to link basis.

Retransmission : The packet is retransmitted if the source fails to receive
acknowledgment.

Flow Control : Necessary for a fast transmitter to keep pace with a slow receiver.

Upper
layers
Logical
Link
Control (LLC)
Data 1 | aublayer
control layer L ra ; Y
Ml.-d 1M ."L-l:rﬂ.i
CSMA/CD Token Control (MAC)
sublayer

& &

3 Network Layer

Its basic functions are routing and congestion control.
Routing: This deals with determining how packets will be routed (transferred) from source to
destination. It can be of three types :
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Static : Routes are based on static tables that are "wired into" the network and are
rarely changed.

Dynamic : All packets of one application can follow different routes depending upon
the topology of the network, the shortest path and the current network load.
Semi-Dynamic : A route is chosen at the start of each conversation and then all the
packets of the application follow the same route.

Faculty: Dr Naveen Singh
+91-9953320298 drnaveenkrsingh@gmail.com




Subject: Computer Network

The services provided by the network can be of two types :

Connection less service: Each packet of an application is treated as an independent
entity. On each packet of the application the destination address is provided and the
packet is routed.

Connection oriented service: Here, first a connection is established and then all
packets of the application follow the same route. To understand the above concept, we
can also draw an analogy from the real life. Connection oriented service is modeled
after the telephone system. All voice packets go on the same path after the connection
is established till the connection is hung up. It acts like a tube ; the sender pushes the
objects in at one end and the receiver takes them out in the same order at the other
end. Connection less service is modeled after the postal system. Each letter carries the
destination address and is routed independent of all the others. Here, it is possible that
the letter sent first is delayed so that the second letter reaches the destination before
the first letter.

Congestion Control: A router can be connected to 4-5 networks. If all the networks send
packet at the same time with maximum rate possible then the router may not be able to
handle all the packets and may drop some/all packets. In this context the dropping of the
packets should be minimized and the source whose packet was dropped should be informed.
The control of such congestion is also a function of the network layer. Other issues related
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with this layer are transmitting time, delays, jittering.

Internetworking: Internetworks are multiple networks that are connected in such a way that
they act as one large network, connecting multiple office or department networks.
Internetworks are connected by networking hardware such as routers, switches, and bridges.
Internetworking is a solution born of three networking problems: isolated LANSs, duplication
of resources, and the lack of a centralized network management system. With connected
LANSs, companies no longer have to duplicate programs or resources on each network. This
in turn gives way to managing the network from one central location instead of trying to
manage each separate LAN. We should be able to transmit any packet from one network to
any other network even if they follow different protocols or use different addressing modes.

Ethaspat |

~
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k Layer does not guarantee that the packet will reach its intended destination. There

are no reliability guarantees.

4 Transport Layer

Its func

Page 48

tions are :

Multiplexing / Demultiplexing : Normally the transport layer will create distinct
network connection for each transport connection required by the session layer. The
transport layer may either create multiple network connections (to improve
throughput) or it may multiplex several transport connections onto the same network
connection (because creating and maintaining networks may be expensive). In the
latter case, demultiplexing will be required at the receiving end. A point to note here
is that communication is always carried out between two processes and not between
two machines. This is also known as process-to-process communication.
Fragmentation and Re-assembly : The data accepted by the transport layer from the
session layer is split up into smaller units (fragmentation) if needed and then passed to
the network layer. Correspondingly, the data provided by the network layer to the
transport layer on the receiving side is re-assembled.
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e Types of service : The transport layer also decides the type of service that should be
provided to the session layer. The service may be perfectly reliable, or may be reliable
within certain tolerances or may not be reliable at all. The message may or may not be
received in the order in which it was sent. The decision regarding the type of service
to be provided is taken at the time when the connection is established.

e Error Control : If reliable service is provided then error detection and error recovery
operations are also performed. It provides error control mechanism on end to end
basis.

e Flow Control : A fast host cannot keep pace with a slow one. Hence, this is a
mechanism to regulate the flow of information.

e Connection Establishment / Release: The transport layer also establishes and
releases the connection across the network. This requires some sort of naming
mechanism so that a process on one machine can indicate with whom it wants to
communicate.

5 Session Layer

It deals with the concept of Sessions i.e. when a user logins to a remote server he should be
authenticated before getting access to the files and application programs. Another job of
session layer is to establish and maintain sessions. If during the transfer of data between two
machines the session breaks down, it is the session layer which re-establishes the connection.
It also ensures that the data transfer starts from where it

breaks keeping it transparent to the end user. e.g. In case of a session with a database server,
this layer introduces check points at various places so that in case the connectoin is broken
and reestablished, the transition running on the database is not lost even if the user has not
committed. This activity is called Synchronization. Another function of this layer is Dialogue
Control which determines whose turn is it to speak in a session. It is useful in video
conferencing.

6 Presentation Layer

This layer is concerned with the syntax and semantics of the information transmitted. In order
to make it possible for computers with different data representations to communicate data
structures to be exchanged can be defined in abstract way along with standard encoding. It
also manages these abstract data structures and allows higher level of data structures to be
defined an exchange. It encodes the data in standard agreed way(network format). Suppose
there are two machines A and B one follows '‘Big Endian’ and other 'Little Endian' for data
representation. This layer ensures that the data transmitted by one gets converted in the form
compatibale to other machine. This layer is concerned with the syntax and semantics of the
information transmitted.In order to make it possible for computers with different data
representations to communicate data structures to be exchanged can be defined in abstract
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way along with standard encoding. It also manages these abstract data structres and allows
higher level of data structures to be defined an exchange. Other functions include
compression, encryption etc.

7 Application Layer

The seventh layer contains the application protocols with which the user gains access to the
network. The choice of which specific protocols and their associated functions are to be used
at the application level is up to the individual user. Thus the boundary between the
presentation layer and the application layer represents a separation of the protocols imposed
by the network designers from those being selected and implemented by the network users.
For example commonly used protocols are HTTP(for web browsing), FTP(for file transfer)
etc.

Network Layers as in Practice

In most of the networks today, we do not follow the OSI model of seven layers. What is
actually implemented is as follows. The functionality of Application layer and Presentation
layer is merged into one and is called as the Application Layer. Functionalities of Session
Layer is not implemented in most networks today. Also, the Data Link layer is split
theoretically into MAC (Medium Access Control) Layer and LLC (Link Layer Control). But
again in practice, the LLC layer is not implemented by most networks. So as of today, the
network architecture is of 5 layers only.

1.7 TCP/IP PROTOCOL SUITE

The TCPIIP protocol suite was developed prior to the OSI model. Therefore, the layers in the
TCP/IP protocol suite do not exactly match those in the OSI model. The original TCP/IP
protocol suite was defined as having four layers: host-to-network, internet, transport, and
application. However, when TCP/IP is compared to OSI, we can say that the host-to-network
layer is equivalent to the combination of the physical and data link layers. The internet layer
is equivalent to the network layer, and the application layer is roughly doing the job of the
session, presentation, and application layers with the transport layer in TCPIIP taking care of
part of the duties of the session layer. So in this book, we assume that the TCPIIP protocol
suite is made of five layers: physical, data link, network, transport, and application. The first
four layers provide physical standards, network interfaces, internetworking, and transport
functions that correspond to the first four layers of the OSI model. The three topmost layers
in the OSI model, however, are represented in TCPIIP by a single layer called the application
layer .

o The TCP/IP model was developed prior to the OSI model.
o The TCP/IP model is not exactly similar to the OSI model.

o The TCP/IP model consists of five layers: the application layer, transport layer,
network layer, data link layer and physical layer.

Page 50 Faculty: Dr Naveen Singh
+91-9953320298 drnaveenkrsingh@gmail.com




. 3 A

Voo brie Tl

O

o

Si.i VISION INSTITUTE OF TECHNOLOGY, Subject: Computer Network
=1 ALIGARH

The first four layers provide physical standards, network interface, internetworking,
and transport functions that correspond to the first four layers of the OSI model and
these four layers are represented in TCP/IP model by a single layer called the
application layer.

TCP/IP is a hierarchical protocol made up of interactive modules, and each of them
provides specific functionality.

Here, hierarchical means that each upper-layer protocol is supported by two or more lower-
level protocols.

Application
e NES =
] Presentation SMTP FITP TELNET DNS | SNMP TFTP
- RPC —
Session
Transport TCP UDP
ICMP IGAIP
Netw
etwork P
ARP RARP
Data link layer

o Pwsellse

Network Access Layer
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A network layer is the lowest layer of the TCP/IP model.

A network layer is the combination of the Physical layer and Data Link layer defined
in the OSI reference model.

It defines how the data should be sent physically through the network.
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o This layer is mainly responsible for the transmission of the data between two devices
on the same network.

o The functions carried out by this layer are encapsulating the IP datagram into frames
transmitted by the network and mapping of IP addresses into physical addresses.

o The protocols used by this layer are ethernet, token ring, FDDI, X.25, frame relay.
o Internet Layer

o Aninternet layer is the second layer of the TCP/IP model.

o Aninternet layer is also known as the network layer.

o The main responsibility of the internet layer is to send the packets from any network,
and they arrive at the destination irrespective of the route they take.

Following are the protocols used in this layer are:

o IP Protocol: IP protocol is used in this layer, and it is the most significant part of the
entire TCP/IP suite.

Following are the responsibilities of this protocol:

o IP Addressing: This protocol implements logical host addresses known as IP
addresses. The IP addresses are used by the internet and higher layers to identify the
device and to provide internetwork routing.

o Host-to-host communication: It determines the path through which the data is to be
transmitted.

o Data Encapsulation and Formatting: An IP protocol accepts the data from the
transport layer protocol. An IP protocol ensures that the data is sent and received
securely, it encapsulates the data into message known as IP datagram.

o Fragmentation and Reassembly: The limit imposed on the size of the IP datagram by
data link layer protocol is known as Maximum Transmission unit (MTU). If the size
of IP datagram is greater than the MTU unit, then the IP protocol splits the datagram
into smaller units so that they can travel over the local network. Fragmentation can be
done by the sender or intermediate router. At the receiver side, all the fragments are
reassembled to form an original message.

o Routing: When IP datagram is sent over the same local network such as LAN, MAN,
WAN, it is known as direct delivery. When source and destination are on the distant
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network, then the IP datagram is sent indirectly. This can be accomplished by
routing the IP datagram through various devices such as routers.

ARP Protocol
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o ARP stands for Address Resolution Protocol.

o ARP is a network layer protocol which is used to find the physical address from the IP
address.
o The two terms are mainly associated with the ARP Protocol:
o ARP request: When a sender wants to know the physical address of the device,
it broadcasts the ARP request to the network.

o ARP reply: Every device attached to the network will accept the ARP request
and process the request, but only recipient recognize the IP address and sends
back its physical address in the form of ARP reply. The recipient adds the
physical address both to its cache memory and to the datagram header

ICMP Protocol

o ICMP stands for Internet Control Message Protocol.

o It is a mechanism used by the hosts or routers to send notifications regarding
datagram problems back to the sender.

o A datagram travels from router-to-router until it reaches its destination. If a router is
unable to route the data because of some unusual conditions such as disabled links, a
device is on fire or network congestion, then the ICMP protocol is used to inform the
sender that the datagram is undeliverable.

o An ICMP protocol mainly uses two terms:
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o ICMP Test: ICMP Test is used to test whether the destination is reachable or
not.

o ICMP Reply: ICMP Reply is used to check whether the destination
device is responding or not.

The core responsibility of the ICMP protocol is to report the problems, not
correct them. The responsibility of the correction lies with the sender.

ICMP can send the messages only to the source, but not to the intermediate
routers because the IP datagram carries the addresses of the source and
destination but not of the router that it is passed to.

Transport Layer

The transport layer is responsible for the reliability, flow control, and
correction of data which is being sent over the network.

The two protocols used in the transport layer are User Datagram protocol and
Transmission control protocol.

User Datagram Protocol (UDP)

o It provides connectionless service and end-to-end delivery of
transmission.

o Itis an unreliable protocol as it discovers the errors but not specify the

error.

o User Datagram Protocol discovers the error, and ICMP protocol reports
the error to the sender that user datagram has been damaged.

o UDP consists of the following fields:

Source port address: The source port address is the address of the
application program  that has  created the message.
Destination port address: The destination port address is the address
of the application program that receives the message.
Total length: It defines the total number of bytes of the user datagram
in bytes.
Checksum: The checksum is a 16-bit field used in error detection.
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o UDP does not specify which packet is lost. UDP contains only
checksum; it does not contain any ID of a data segment.

. Variable ~
8 bytes
 —
Header Data

Header Format

Source port |Destination port
address 16 bits | address 16 bits

Total

length 16  Checksum
bits 16 bits

Transmission Control Protocol (TCP)

It provides a full transport layer services to applications.

It creates a virtual circuit between the sender and receiver, and it is active for the
duration of the transmission.

TCP is a reliable protocol as it detects the error and retransmits the damaged frames.
Therefore, it ensures all the segments must be received and acknowledged before the
transmission is considered to be completed and a virtual circuit is discarded.

At the sending end, TCP divides the whole message into smaller units known as
segment, and each segment contains a sequence number which is required for
reordering the frames to form an original message.

At the receiving end, TCP collects all the segments and reorders them based on
sequence numbers.

Application Layer
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An application layer is the topmost layer in the TCP/IP model.
It is responsible for handling high-level protocols, issues of representation.
This layer allows the user to interact with the application.

When one application layer protocol wants to communicate with another application
layer, it forwards its data to the transport layer.
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There is an ambiguity occurs in the application layer. Every application cannot be
placed inside the application layer except those who interact with the communication
system. For example: text editor cannot be considered in application layer while
web browser using HTTP protocol to interact with the network where HTTP protocol
is an application layer protocol.

Following are the main protocols used in the application layer:

HTTP: HTTP stands for Hypertext transfer protocol. This protocol allows us to
access the data over the world wide web. It transfers the data in the form of plain text,
audio, video. It is known as a Hypertext transfer protocol as it has the efficiency to
use in a hypertext environment where there are rapid jumps from one document to
another.

SNMP: SNMP stands for Simple Network Management Protocol. It is a framework
used for managing the devices on the internet by using the TCP/IP protocol suite.
SMTP: SMTP stands for Simple mail transfer protocol. The TCP/IP protocol that
supports the e-mail is known as a Simple mail transfer protocol. This protocol is used
to send the data to another e-mail address.

DNS: DNS stands for Domain Name System. An IP address is used to identify the
connection of a host to the internet uniquely. But, people prefer to use the names
instead of addresses. Therefore, the system that maps the name to the address is
known as Domain Name System.

TELNET: It is an abbreviation for Terminal Network. It establishes the connection
between the local computer and remote computer in such a way that the local terminal
appears to be a terminal at the remote system.

FTP: FTP stands for File Transfer Protocol. FTP is a standard internet protocol used
for transmitting the files from one computer to another computer.

Physical Layer

Physical layer is concerned with transmitting raw bits over a communication channel. The

design
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issues have to do with making sure that when one side sends a 1 bit, it is recieved by
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the other side as 1 bit and not as 0 bit. In physical layer we deal with the communication
medium used for transmission.

1.8 Types of Medium

Medium can be classified into 2 categories.

1. Guided Media : Guided media means that signals is guided by the prescence of
physical media i.e. signals are under control and remains in the physical wire. For eg.
copper wire.

2. Unguided Media : Unguided Media means that there is no physical path for the
signal to propogate. Unguided media are essentially electro-magnetic waves. There is
no control on flow of signal. For eg. radio waves.

Communication Links

In a nework nodes are connected through links. The communication through links can be
classified as

1. Simplex : Communication can take place only in one direction. eg. T.V broadcasting.

2. Half-duplex : Communication can take place in one direction at a time. Suppose node
A and B are connected then half-duplex communication means that at a time data can
flow from A to B or from B to A but not simultaneously. eg. two persons talking to
each other such that when speaks the other listens and vice versa.

3. Full-duplex : Communication can take place simultaneously in both directions. eg. A
discussion in a group without discipline.

Links can be further classified as

1. Point to Point : In this communication only two nodes are connected to each other.
When a node sends a packet then it can be received only by the node on the other side
and none else.

2. Multipoint : It is a kind of sharing communication, in which signal can be recieved by
all nodes. This is also called broadcast.

Generally two kind of problems are associated in transmission of signals.

1. Attenuation : When a signal transmits in a network then the quality of signal degrades
as the signal travels longer distances in the wire. This is called attenuation. To
improve quality of signal amplifiers are used at regular distances.

2. Noise : In a communication channel many signals transmits simultaneously, certain
random signals are also present in the medium. Due to interference of these signals
our signal gets disrupted a bit.

Bandwidth
Bandwidth simply means how many bits can be transmitted per second in the communication

channel. In technical terms it indicates the width of frequency spectrum.
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Transmission Media

Guided Transmission Media
In Guided transmission media generally two kind of materials are used.

1. Copper
o Coaxial Cable
o Twisted Pair
2. Optical Fiber

1. Coaxial Cable: Coaxial cable consists of an inner conductor and an outer conductor
which are seperated by an insulator. The inner conductor is usually copper. The outer
conductor is covered by a plastic jacket. It is named coaxial because the two
conductors are coaxial. Typical diameter of coaxial cable lies between 0.4 inch to 1
inch. The most application of coaxial cable is cable T.V. The coaxial cable has high
bandwidth, attenuation is less.

Quter

protective Central

sheath conductor
Out_er Dielectric
braid spacing

1. Twisted Pair: A Twisted pair consists of two insulated copper wires, typically 1mm
thick. The wires are twisted together in a helical form the purpose of twisting is to
reduce cross talk interference between several pairs. Twisted Pair is much cheaper
then coaxial cable but it is susceptible to noise and electromagnetic interference and
attenuation is large.
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Twisted Pair can be further classified in two categories:

Unshielded twisted pair: In this no insulation is provided, hence they are susceptible
to interference.

Shielded twisted pair: In this a protective thick insulation is provided but shielded
twisted pair is expensive and not commonly used.

The most common application of twisted pair is the telephone system. Nearly all
telephones are connected to the telephone company office by a twisted pair. Twisted
pair can run several kilometers without amplification, but for longer distances
repeaters are needed. Twisted pairs can be used for both analog and digital
transmission. The bandwidth depends on the thickness of wire and the distance
travelled. Twisted pairs are generally limited in distance, bandwidth and data rate.

2. Optical Fiber: In optical fiber light is used to send data. In general terms presence of
light is taken as bit 1 and its absence as bit 0. Optical fiber consists of inner core of
either glass or plastic. Core is surrounded by cladding of the same material but of
different refractive index. This cladding is surrounded by a plastic jacket which
prevents optical fiber from electromagnetic interference and harshly environments. It
uses the principle of total internal reflection to transfer data over optical fibers.
Optical fiber is much better in bandwidth as compared to copper wire, since there is
hardly any attenuation or electromagnetic interference in optical wires. Hence there is
less requirement to improve quality of signal, in long distance transmission.
Disadvantage of optical fiber is that end points are fairly expensive. (eg. switches)

Differences between different kinds of optical fibers:

1. Depending on material
= Made of glass
= Made of plastic.
2. Depending on radius
= Thin optical fiber
= Thick optical fiber
3. Depending on light source
= LED (for low bandwidth)
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= Injection lased diode (for high bandwidth)

Wireless Transmission

1. Radio: Radio is a general term that is used for any kind of frequency. But higher

frequencies are usually termed as microwave and the lower frequency band comes
under radio frequency. There are many application of radio. For eg. cordless
keyboard, wireless LAN, wireless ethernet. but it is limited in range to only a few
hundred meters. Depending on frequency radio offers different bandwidths.
Terrestrial microwave: In terrestrial microwave two antennas are used for
communication. A focused beam emerges from an antenna and is recieved by the
other antenna, provided that antennas should be facing each other with no obstacle in
between. For this reason antennas are situated on high towers. Due to curvature of
earth terristial microwave can be used for long distance communication with high
bandwidth. Telecom department is also using this for long distance communication.
An advantage of wireless communication is that it is not required to lay down wires in
the city hence no permissions are required.

Satellite communication: Satellite acts as a switch in sky. On earth VSAT(Very
Small Aperture Terminal) are used to transmit and recieve data from satellite.
Generally one station on earth transmitts signal to satellite and it is recieved by many
stations on earth. Satellite communication is generally used in those places where it is
very difficult to obtain line of sight i.e. in highly irregular terristial regions. In terms
of noise wireless media is not as good as the wired media. There are frequency band
in wireless communication and two stations should not be allowed to transmit
simultaneously in a frequency band. The most promising advantage of satellite is
broadcasting. If satellites are used for point to point communication then they are
expensive as compared to wired media.

Digital Data Communication Techniques:
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For two devices linked by a transmission medium to exchange data ,a high degree of co-
operation is required. Typically data is transmitted one bit at a time. The timing (rate,
duration, spacing) of these bits must be same for transmitter and receiver. There are two
options for transmission of bits.

1. Parallel All bits of a byte are transferred simultaneously on separate parallel wires.
Synchronization between multiple bits is required which becomes difficult over large
distance. Gives large band width but expensive. Practical only for devices close to
each other.

2. Serial Bits transferred serially one after other. Gives less bandwidth but cheaper.
Suitable for transmission over long distances.

Transmission Techniques:

1. Asynchronous: Small blocks of bits (generally bytes) are sent at a time without any
time relation between consecutive bytes .when no transmission occurs a default state
is maintained corresponding to bit 1. Due to arbitrary delay between consecutive
bytes, the time occurrences of the clock pulses at the receiving end need to be
synchronized for each byte. This is achieved by providing 2 extra bits start and stop.

Start bit: It is prefixed to each byte and equals 0. Thus it ensures a transition from 1 to
0 at onset of transmission of byte.The leading edge of start bit is used as a reference
for generating clock pulses at required sampling instants. Thus each onset of a byte
results in resynchronization of receiver clock.

Stop bit: To ensure that transition from 1 to 0 is always present at beginning of a byte
it is necessary that default state be 1. But there may be two bytes one immediately
following the other and if last bit of first byte is O, transition from 1 to 0 will not
occur. Therefore a stop bit is suffixed to each byte equaling 1. It's duration is usually
1,1.5,2 bits.

Asynchronous transmission is simple and cheap but requires an overhead of 3 bits i.e.
for 7 bit code 2 (start, stop bits)+1 parity bit implying 30% overhead. However % can
be reduced by sending larger blocks of data but then timing errors between receiver
and sender can not be tolerated beyond [50/no. of bits in block] % (assuming
sampling is done at middle of bit interval). It will not only result in incorrect sampling
but also misaligned bit count i.e. a data bit can be mistaken for stop bit if receiver's
clock is faster.

2. Synchronous - Larger blocks of bits are successfully transmitted.Blocks of data are
either treated as sequence of bits or bytes. To prevent timing drift clocks at two ends
need to be synchronized.This can done in two ways:

1. Provide a separate clock line between receiver and transmitter. OR
2. Clocking information is embedded in data signal i.e. biphase coding for digital
signals.
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Still another level of synchronization is required so that receiver determines beginning
or end of block of data. Hence each block begins with a start code and ends with a
stop code. These are in general same known as flag that is unique sequence of fixed
no. of bits. In addition some control characters encompass data within these flags.
Data +control information is called a frame. Since any arbitrary bit pattern can be
transmitted there is no assurance that bit pattern for flag will not appear inside the
frame thus destroying frame level synchronization. So to avoid this we use bit stuffing

Bit Stuffing: Suppose our flag bits are 01111110 (six 1's). So the transmitter will
always insert an extra O bit after each occurrence of five 1's (except for flags). After
detecting a starting flag the receiver monitors the bit stream . If pattern of five 1's
appear, the sixth is examined and if it is O it is deleted else if it is 1 and next is O the
combination is accepted as a flag. Similarly byte stuffing is used for byte oriented
transmission. Here we use an escape sequence to prefix a byte similar to flag and 2
escape sequences if byte is itself a escape sequence.

1.9 Multiplexing

When two communicating nodes are connected through a media, it generally happens that
bandwidth of media is several times greater than that of the communicating nodes. Transfer
of a single signal at a time is both slow and expensive. The whole capacity of the link is not
being utilized in this case. This link can be further exploited by sending several signals
combined into one. This combining of signals into one is called multiplexing.
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Frequency Division Multiplexing (FDM): This is possible in the case where transmission
media has a bandwidth than the required bandwidth of signals to be transmitted. A number of
signals can be transmitted at the same time. Each source is allotted a frequency range in
which it can transfer it's signals, and a suitable frequency gap is given between two adjescent
signals to avoid overlapping

Time Division Multiplexing (TDM): This is possible when data transmission rate of the
media is much higher than that of the data rate of the source. Multiple signals can be
transmitted if each signal

is allowed to be transmitted for a definite amount of time. These time slots are so small that
all transmissions appear to be in parallel.
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1. Synchronous TDM: Time slots are preassigned and are fixed. Each source is
given it's time slot at every turn due to it. This turn may be once per cycle, or
several turns per cycle ,if it has a high data transfer rate, or may be once in a

no. of cycles if it is slow. This slot is given even if the source is not ready with
data. So this slot is transmitted empty.
2. Asynchronous TDM: In this method, slots are not fixed. They are allotted
dynamically depending on speed of sources, and whether they are ready for
transmission.

1.10 Network Topologies

A network topology is the basic design of a computer network. It is very much like a map of
a road. It details how key network components such as nodes and links are interconnected. A
network's topology is comparable to the blueprints of a new home in which components such
as the electrical system, heating and air conditioning system, and plumbing are integrated into
the overall design. Taken from the Greek work "Topos™ meaning "Place," Topology, in
relation to networking, describes the configuration of the network; including the location of
the workstations and wiring connections. Basically it provides a definition of the components
of a Local Area Network (LAN). A topology, which is a pattern of interconnections among
nodes, influences a network's cost and performance. There are three primary types of network
topologies which refer to the physical and logical layout of the Network cabling. They are:

1. Star Topology: All devices connected with a Star setup communicate through a
central Hub by cable segments. Signals are transmitted and received through the Hub.
It is the simplest and the oldest and all the telephone switches are based on this. In a
star topology, each network device has a home run of cabling back to a network hub,
giving each device a separate connection to the network. So, there can be multiple
connections in parallel.
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Advantages

o Network administration and error detection is easier because problem is
isolated to central node
Networks runs even if one host fails
Expansion becomes easier and scalability of the network increases
More suited for larger networks

Disadvantages

o Broadcasting and multicasting is not easy because some extra functionality
needs to be provided to the central hub
o If the central node fails, the whole network goes down; thus making the switch
some kind of a bottleneck
o Installation costs are high because each node needs to be connected to the
central switch
2. Bus Topology: The simplest and one of the most common of all topologies, Bus
consists of a single cable, called a Backbone, that connects all workstations on the
network using a single line. All transmissions must pass through each of the
connected devices to complete the desired request. Each workstation has its own
individual signal that identifies it and allows for the requested data to be returned to
the correct originator. In the Bus Network, messages are sent in both directions from a
single point and are read by the node (computer or peripheral on the network)
identified by the code with the message. Most Local Area Networks (LANS) are Bus
Networks because the network will continue to function even if one computer is
down. This topology works equally well for either peer to peer or client server.
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The purpose of the terminators at either end of the network is to stop the signal being
reflected back.

Advantages

Broadcasting and multicasting is much simpler
Network is redundant in the sense that failure of one node doesn't effect the
network. The other part may still function properly

o Least expensive since less amount of cabling is required and no network
switches are required

o Good for smaller networks not requiring higher speeds

Disadvantages

o Trouble shooting and error detection becomes a problem because, logically, all
nodes are equal

o Less secure because sniffing is easier

o Limited in size and speed
Ring Topology: All the nodes in a Ring Network are connected in a closed circle of
cable. Messages that are transmitted travel around the ring until they reach the
computer that they are addressed to, the signal being refreshed by each node. In a ring
topology, the network signal is passed through each network card of each device and
passed on to the next device. Each device processes and retransmits the signal, so it is
capable of supporting many devices in a somewhat slow but very orderly fashion.
There is a very nice feature that everybody gets a chance to send a packet and it is
guaranteed that every node gets to send a packet in a finite amount of time.
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Advantages

o Broadcasting and multicasting is simple since you just need to send out one
message
Less expensive since less cable footage is required
It is guaranteed that each host will be able to transmit within a finite time
interval

o Very orderly network where every device has access to the token and the
opportunity to transmit

o Performs better than a star network under heavy network load

Disadvantages

o Failure of one node brings the whole network down

o Error detection and network administration becomes difficult
o Moves, adds and changes of devices can effect the network
o Itis slower than star topology under normal load

4 Mesh Topology

In this type of topology, a host is connected to one or multiple hosts.This topology
has hosts in point-to-point connection with every other host or may also have
hosts which are in point-to-point connection to few hosts only.
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Hosts in Mesh topology also work as relay for other hosts which do not have
direct point-to-point links. Mesh technology comes into two types:

Full Mesh: All hosts have a point-to-point connection to every other host in
the network. Thus for every new host n(n-1)/2 connections are required. It
provides the most reliable network structure among all network topologies.

Partially Mesh: Not all hosts have point-to-point connection to every other host.
Hosts connect to each other in some arbitrarily fashion. This topology exists
where we need to provide reliability to some hosts out of all.

5 Tree Topology

Also known as Hierarchical Topology, this is the most common form of
network topology in use presently.This topology imitates as extended Star
topology and inherits properties of bus topology.

This topology divides the network in to multiple levels/layers of network.
Mainly in LANS, a network is bifurcated into three types of network devices.
The lowermost is access-layer where computers are attached. The middle layer
is known as distribution layer, which works as mediator between upper layer
and lower layer. The highest layer is known as core layer, and is central point
of the network, i.e. root of the tree from which all nodes fork.
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Distribution Layer

Access Layer

All neighbouring hosts have point-to-point connection between them.Similar
to the Bus topology, if the root goes down, then the entire network suffers
even. Though it is not the single point of failure. Every connection serves as

point of failure, failing of which divides the network into unreachable
segment.

6 Hybrid Topology

A network structure whose design contains more than one topology is said to be

hybrid topology. Hybrid topology inherits merits and demerits of all the
incorporating topologies.
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3 The above picture represents an arbitrarily hybrid topology. The combining
topologies may contain attributes of Star, Ring, Bus, and Daisy-chain
topologies. Most WANSs are connected by means of Dual-Ring topology and
networks connected to them are mostly Star topology networks. Internet is the
best example of largest Hybrid topology

1.11 Signal Transmission

Data or information can be stored in two ways, analog and digital. For a computer to use
the data, it must be in discrete digital form.Similar to data, signals can also be in analog
and digital form. To transmit data digitally, it needs to be first converted to digital form.

Digital-to-Digital Conversion

This section explains how to convert digital data into digital signals. It can be done in two
ways, line coding and block coding. For all communications, line coding is necessary
whereas block coding is optional.
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2 Line Coding

The process for converting digital data into digital signal is said to be Line Coding.
Digital data is found in binary format.It is represented (stored) internally as series of 1s
and Os.

Sender Receiver

..........
..........

Digital Signal

101011..10
Digital Data
>

Decoder

Digital Data

Digital signal is denoted by discreet signal, which represents digital data.There
are three types of line coding schemes available:

Bipolar

Uni-polar Encoding

Unipolar encoding schemes use single voltage level to represent data. In this case, to
represent binary 1, high voltage is transmitted and to represent 0, no voltage is transmitted. It
is also called Unipolar-Non-return-to-zero, because there is no rest condition i.e. it either
represents 1 or 0.

Page 71 Faculty: Dr Naveen Singh
+91-9953320298 drnaveenkrsingh@gmail.com




. 3 A

ij VISION INSTITUTE OF TECHNOLOGY, Subject: Computer Network
™ L ALIGARH

Amplitude
A

0032 & X2 G 1L A

Time

Polar Encoding

Polar encoding scheme uses multiple voltage levels to represent binary values. Polar
encodings is available in four types:

Page 72

Polar Non-Return to Zero (Polar NRZ)

It uses two different voltage levels to represent binary values. Generally, positive
voltage represents 1 and negative value represents 0. It is also NRZ because there is no
rest condition.

NRZ scheme has two variants: NRZ-L and NRZ-I.
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e« NRZ-L changes voltage level at when a different bit is encountered whereas
NRZ-1 changes voltage when a 1 is encountered.

. Return to Zero (R2)
Problem with NRZ is that the receiver cannot conclude when a bit ended and

when the next bit is started, in case when sender and receiver’s clock are not

synchronized.

>
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u
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e RZ uses three voltage levels, positive voltage to represent 1, negative voltage to
represent 0 and zero voltage for none. Signals change during bits not between bits.

e Manchester
This encoding scheme is a combination of RZ and NRZ-L. Bit time is divided into two
halves. It transits in the middle of the bit and changes phase when a different bit is
encountered.

« Differential Manchester
This encoding scheme is a combination of RZ and NRZ-1. It also transit at the middle
of the bit but changes phase only when 1 is encountered.

Bipolar Encoding

Bipolar encoding uses three voltage levels, positive, negative and zero. Zero voltage
represents binary 0 and bit 1 is represented by altering positive and negative voltages.
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Block Coding

To ensure accuracy of the received data frame redundant bits are used. For example, in even-
parity, one parity bit is added to make the count of 1s in the frame even. This way the original
number of bits is increased. It is called Block Coding.

Block coding is represented by slash notation, mB/nB.Means, m-bit block is substituted with
n-bit block where n > m. Block coding involves three steps:

Division,

Substitution

Combination.

After block coding is done, it is line coded for transmission.
Analog-to-Digital Conversion

Microphones create analog voice and camera creates analog videos, which are treated is
analog data. To transmit this analog data over digital signals, we need analog to digital
conversion.

Analog data is a continuous stream of data in the wave form whereas digital data is discrete.
To convert analog wave into digital data, we use Pulse Code Modulation (PCM).

PCM is one of the most commonly used method to convert analog data into digital form. It
involves three steps:

Sampling
Quantization

Encoding.
Sampling
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Analog Signal Sampling

The analog signal is sampled every T interval. Most important factor in sampling is the rate at
which analog signal is sampled. According to Nyquist Theorem, the sampling rate must be at
least two times of the highest frequency of the signal.

Quantization

r; BT o
o—: : : 4
¢ 32 & 3 % . et
P i T e

Sampling Quantization

Sampling yields discrete form of continuous analog signal. Every discrete pattern shows the
amplitude of the analog signal at that instance. The quantization is done between the
maximum amplitude value and the minimum amplitude value. Quantization is approximation
of the instantaneous analog value.

Encoding

i

: 3 3 3 : 4
. i 1 f i-9 , sag? 11010110 10110100 ... 11010101

Quantization |:> Encoding

In encoding, each approximated value is then converted into binary format.

Transmission Modes

The transmission mode decides how data is transmitted between two computers.The binary
data in the form of 1s and Os can be sent in two different modes: Parallel and Serial.

Parallel Transmission
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Receiver Sender

The binary bits are organized in-to groups of fixed length. Both sender and receiver are
connected in parallel with the equal number of data lines. Both computers distinguish
between high order and low order data lines. The sender sends all the bits at once on all
lines.Because the data lines are equal to the number of bits in a group or data frame, a
complete group of bits (data frame) is sent in one go. Advantage of Parallel transmission is
high speed and disadvantage is the cost of wires, as it is equal to the number of bits sent in
parallel.

Serial Transmission

In serial transmission, bits are sent one after another in a queue manner. Serial transmission
requires only one communication channel.

-~

Receiver Sender

Serial transmission can be either asynchronous or synchronous.

Asynchronous Serial Transmission

It is named so because there’is no importance of timing. Data-bits have specific pattern and
they help receiver recognize the start and end data bits.For example, a 0 is prefixed on every
data byte and one or more 1s are added at the end.

Two continuous data-frames (bytes) may have a gap between them.

Synchronous Serial Transmission

Timing in synchronous transmission has importance as there is no mechanism followed to
recognize start and end data bits.There is no pattern or prefix/suffix method. Data bits are
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sent in burst mode without maintaining gap between bytes (8-bits). Single burst of data bits
may contain a number of bytes. Therefore, timing becomes very important.

It is up to the receiver to recognize and separate bits into bytes.The advantage of synchronous
transmission is high speed, and it has no overhead of extra header and footer bits as in
asynchronous transmission.

To send the digital data over an analog media, it needs to be converted into analog
signal. There can be two cases according to data formatting.

Bandpass: The filters are used to filter and pass frequencies of interest. A bandpass is a band
of frequencies which can pass the filter.

Low-pass: Low-pass is a filter that passes low frequencies signals.

When digital data is converted into a bandpass analog signal, it is called digital-to-analog
conversion. When low-pass analog signal is converted into bandpass analog signal, it is
called analog-to-analog conversion.

Digital-to-Analog Conversion

When data from one computer is sent to another via some analog carrier, it is first converted
into analog signals. Analog signals are modified to reflect digital data.

An analog signal is characterized by its amplitude, frequency, and phase. There are three
kinds of digital-to-analog conversions:

o Amplitude Shift Keying
In this conversion technique, the amplitude of analog carrier signal is modified to
reflect binary data.
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When binary data represents digit 1, the amplitude is held; otherwise it is set to O.
Both frequency and phase remain same as in the original carrier signal.

Frequency Shift Keying

In this conversion technique, the frequency of the analog carrier signal is modified to
reflect binary data.
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« This technique uses two frequencies, f1 and f2. One of them, for example f1, is chosen
to represent binary digit 1 and the other one is used to represent binary digit 0. Both
amplitude and phase of the carrier wave are kept intact.

e Phase Shift Keying
In this conversion scheme, the phase of the original carrier signal is altered to reflect
the binary data.
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e When a new binary symbol is encountered, the phase of the signal is altered.
Amplitude and frequency of the original carrier signal is kept intact.

Quadrature Phase Shift Keying

e QPSK alters the phase to reflect two binary digits at once. This is done in two
different phases. The main stream of binary data is divided equally into two sub-
streams. The serial data is converted in to parallel in both sub-streams and then each
stream is converted to digital signal using NRZ technique. Later, both the digital
signals are merged together.
Analog-to-Analog Conversion

e Analog signals are modified to represent analog data. This conversion is also known
as Analog Modulation. Analog modulation is required when bandpass is used. Analog
to analog conversion can be done in three ways:

Analog Modulation

Amplitude Modulation Frequency Modulation Phase Modul ation

Amplitude Modulation
In this modulation, the amplitude of the carrier signal is modified to reflect the analog data
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Amplitude modulation is implemented by means of a multiplier. The amplitude of
modulating signal (analog data) is multiplied by the amplitude of carrier frequency,
which then reflects analog data.

The frequency and phase of carrier signal remain unchanged.

« Frequency Modulation
In this modulation technique, the frequency of the carrier signal is modified to reflect
the change in the voltage levels of the modulating signal (analog data).
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The amplitude and phase of the carrier signal are not altered.

Phase Modulation
In the modulation technique, the phase of carrier signal is modulated in order to reflect
the change in voltage (amplitude) of analog data signal.
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Phase modulation is practically similar to Frequency Modulation, but in Phase modulation
frequency of the carrier signal is not increased. Frequency of carrier is signal is changed
(made dense and sparse) to reflect voltage change in the amplitude of modulating signal.

1.12 Internet Service Provider (ISP)

ISP stands for Internet Service Provider which is a term used to refer to a company
that provides internet access to people who pay the company or subscribe to the company for
the same. For their services, the customers have to pay the internet service provider a nominal
fee which varies according to the amount of data they actually use or the data plan which they
purchase. An Internet Service Provider is also known as an Internet Access Provider or an
online service provider. An Internet Service Provider is a must if one wants to connect to the
internet.
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History

The first Internet Service Provider was Telenet. Telenet was the commercialized version of
the ARPANET — a precursor to the internet, of sorts. Telenet was introduced in 1974. Since
then, many Internet Service Providers have entered the scene and this was partly because of
the proliferation of the internet as a commaodity that fuelled the consumerist attitude of the
people. Pretty soon, an Internet Service Provider called “The World” came to be in vogue and
ever since it started serving its customers today in 1989 has cemented itself as the first
archetypal Internet Service Provider. Examples of major Internet Service Providers include
Google Fiber, Verizon, Jio, AT&T etc.

Characteristics

o E-mail Account: Many Internet Service Providers offer an e-mail address to their
consumers.

e User Support: Professionals and an increasing number of lay users prefer an ISP that can
provide them with customer support so that they have someone they can refer to if things
go awry.

e Access to high-speed internet: Probably the most obvious item on this list as this feature
of an Internet Service Provider lies literally in its name. Furthermore, the higher the speed
an Internet Service Provider can offer one, the better it’s standing in the market and the
more customers it can attract.

e Spam Blocker: An Internet Service Provider that hinders its customers’ productivity by
way of not blocking spam and displaying frequent ads is not something that is generally
favoured in the market today. Therefore, many of the Internet Service Providers offer
spam blocking features to their customers.

e Web Hosting: Some of the ISPs offer web hosting services to their clientele as well.

Different types of ISP connections
« DSL

e Wi-Fi broadband

e mobile broadband

« fibre optic broadband

o cable broadband

List of ISP

e Reliance Jio

« Vodafone Idea

e Airtel

« BSNL

e Hathway
Advantages

e The customer need not then bother with either the technicalities or finances of investing
and inventing a web browser to work with. An ISP can readily do all of this for its
customers.

e Many ISPs, being professional companies, provide its clientele with high-speed internet
and that is not possible if one decides to sidesteps these companies.

e ISPs offer a very high degree of reliability and availability
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The ISPs are secure — they offer a tremendous deal of protection against viruses and use
only the latest software patches whilst operating and thereby, maintaining the integrity of
the browser.

User do not need to invest in user’s own web server.

ISP’s should give the best uptime guarantee.

Disadvantages

Because of the range of options available in the market and due to cut-throat competition,
some of the ISPs have been accused of violating the customers’ trust by way of inflated
pricing, data losses, etc. It is true that using an ISP makes the customer entirely dependent
on it.

If an Internet Service Provider is stretched thin because of hosting too many sites on a
shared server, it can compromise the quality of the customers’ data by way of slow
download rates and poor performance of websites.

User need to trust user’s ISP for uptime and security.

ISP can directly affect user if the it gets blacklisted.
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